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Summary

CVE CVE-2018-1243

State PUBLIC

Assigner security_alert@emc.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-07-02 17:29:00 UTC

Updated 2019-10-09 23:38:00 UTC

Description Dell EMC iDRAC6, versions prior to 2.91, iDRAC7/iDRAC8, versions prior to 2.60.60.60 and iDRAC9, versions prior to 3.21.21.21, contain a weak CGI session ID vulnerability. The sessions invoked via CGI binaries use 96-bit numeric-only session ID values, which makes it easier for remote attackers to perform bruteforce session guessing attacks.

Risk And Classification

Problem Types: CWE-358

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Dell Idrac6 Firmware All All All All

Operating System Dell Idrac6 Firmware All All All All

Operating System Dell Idrac7 Firmware All All All All

Operating System Dell Idrac7 Firmware All All All All

Operating System Dell Idrac8 Firmware All All All All

Operating System Dell Idrac8 Firmware All All All All

Operating System Dell Idrac9 Firmware All All All All

Operating System Dell Idrac9 Firmware All All All All

References

Reference Source Link Tags

Technical Resources migrated from TechCenter | Dell Deutschland CONFIRM en.community.dell.com Vendor Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

Vendor Comments And Credit

Discovery Credit

LEGACY: Dell EMC would like to thank Check Point Software Technologies Ltd. for reporting
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LEGACY: Dell EMC would like to thank Check Point Software Technologies Ltd. for reporting
the issue to us.

There are currently no legacy QID mappings associated with this CVE.
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