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Summary

CVE CVE-2018-12441

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-10-11 21:29:00 UTC

Updated 2020-08-24 17:37:00 UTC

Description The CorsairService Service in Corsair Utility Engine is installed with insecure default permissions, which allows unprivileged local users to execute arbitrary commands via modification of the CorsairService BINARY_PATH_NAME, leading to complete control of the affected system. The issue exists due to the Windows "Everyone" group being granted SERVICE_ALL_ACCESS permissions to the CorsairService Service.

Risk And Classification

Problem Types: CWE-276

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Corsair Corsair Utility Engine 3.2.87 All All All

Application Corsair Corsair Utility Engine 3.3.103 All All All

Application Corsair Corsair Utility Engine 3.4.95 All All All

Application Corsair Corsair Utility Engine 3.6.109 All All All

Application Corsair Corsair Utility Engine 3.7.99 All All All

Application Corsair Corsair Utility Engine 3.2.87 All All All

Application Corsair Corsair Utility Engine 3.3.103 All All All

Application Corsair Corsair Utility Engine 3.4.95 All All All

Application Corsair Corsair Utility Engine 3.6.109 All All All

Application Corsair Corsair Utility Engine 3.7.99 All All All

References

Reference Source Link Tags

CVE/CVE-2018-12441.txt at master · TheRealJoeDoran/CVE · GitHub MISC github.com Third Party Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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