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Summary

CVE CVE-2018-1251

State PUBLIC

Assigner security_alert@emc.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-09-28 18:29:00 UTC

Updated 2019-10-09 23:38:00 UTC

Description Dell EMC Unity and UnityVSA versions prior to 4.3.1.1525703027 contains a URL Redirection vulnerability. A remote unauthenticated attacker could potentially exploit this vulnerability to redirect Unity users to arbitrary web URLs by tricking the victim user to click on a maliciously crafted Unisphere URL. Attacker could potentially phish information, including Unisphere users' credentials, from the victim once they are redirected.

Risk And Classification

Problem Types: CWE-601

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Dell Emc Unity - All All All

Hardware Dell Emc Unity - All All All

Operating System Dell Emc Unityvsa All All All All

Operating System Dell Emc Unityvsa All All All All

Operating System Dell Emc Unity Firmware All All All All

Operating System Dell Emc Unity Firmware All All All All

References

Reference Source Link Tags

Full Disclosure: DSA-2018-101: Dell EMC Unity Family Multiple Vulnerabilities FULLDISC seclists.org Mailing List, Third Party Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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