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Summary

CVE CVE-2018-12533

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-06-18 12:29:00 UTC

Updated 2020-08-24 17:37:00 UTC

Description JBoss RichFaces 3.1.0 through 3.3.4 allows unauthenticated remote attackers to inject expression language (EL) expressions and execute arbitrary Java code via a /DATA/ substring in a path with an org.richfaces.renderkit.html.Paint2DResource$ImageData object, aka RF-14310.

Risk And Classification

Problem Types: CWE-917

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Redhat Richfaces All All All All

References

Reference Source

Red Hat JBoss EAP RichFaces Access Control Bug Lets Remote Users Execute Arbitrary Code on the Target System - SecurityTracker SECTRACK

Full Disclosure: RichFaces exploitation toolkit FULLDISC

Red Hat Customer Portal REDHAT

code white | Blog: Poor RichFaces MISC

Red Hat Customer Portal REDHAT

Malformed Request BID

Red Hat Customer Portal REDHAT

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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