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Summary

CVE CVE-2018-12538

State PUBLIC

Assigner security@eclipse.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-06-22 19:29:00 UTC

Updated 2023-11-07 02:52:00 UTC

Description In Eclipse Jetty versions 9.4.0 through 9.4.8, when using the optional Jetty provided FileSessionDataStore for persistent storage of HttpSession details, it is possible for a malicious user to access/hijack other HttpSessions and even delete unmatched HttpSessions present in the FileSystem's storage for the FileSessionDataStore.

Risk And Classification

Problem Types: CWE-384

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Eclipse Jetty All All All All

Application Netapp E-series Santricity Management Plug-ins - All All All

Application Netapp E-series Santricity Management Plug-ins - All All All

Application Netapp E-series Santricity Os Controller All All All All

Application Netapp E-series Santricity Web Services Proxy - All All All

Application Netapp E-series Santricity Web Services Proxy - All All All

Application Netapp Element Software - All All All

Application Netapp Element Software - All All All

Application Netapp Hyper Converged Infrastructure - All All All

Application Netapp Hyper Converged Infrastructure - All All All

Application Netapp Oncommand System Manager All All All All

Application Netapp Oncommand Unified Manager - All All All

Application Netapp Oncommand Unified Manager - All All All

Application Netapp Santricity Cloud Connector - All All All

Application Netapp Santricity Cloud Connector - All All All

Application Netapp Snapcenter - All All All

Application Netapp Snapcenter - All All All
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Application Netapp Snapcenter - All All All

Application Netapp Snapmanager - All All All

Application Netapp Snapmanager - All All All

Application Netapp Snap Creator Framework - All All All

Application Netapp Snap Creator Framework - All All All
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CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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