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Summary

CVE CVE-2018-12539

State PUBLIC

Assigner security@eclipse.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-08-14 19:29:00 UTC

Updated 2019-10-09 23:34:00 UTC

Description In Eclipse OpenJ9 version 0.8, users other than the process owner may be able to use Java Attach API to connect to an Eclipse OpenJ9 or IBM JVM on the same machine and use Attach API operations, which includes the ability to execute untrusted native code. Attach API is enabled by default on Windows, Linux and AIX JVMs and can be disabled using the command line option -Dcom.ibm.tools.attach.enable=no.

Risk And Classification

Problem Types: CWE-502

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Eclipse Openj9 0.8 All All All

Application Eclipse Openj9 0.8 All All All

Application Oracle Enterprise Manager Base Platform 13.2.0.0.0 All All All

Application Oracle Enterprise Manager Base Platform 13.3.0.0.0 All All All

Application Oracle Enterprise Manager Base Platform 13.2.0.0.0 All All All

Application Oracle Enterprise Manager Base Platform 13.3.0.0.0 All All All
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IBM SPSS Statistics Bugs in Java Components Let Remote Users Modify Files and Local Users Gain Elevated Privileges - SecurityTracker SECTRACK

Oracle Critical Patch Update Advisory - April 2019 MISC

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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