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Summary

CVE CVE-2018-12540

State PUBLIC

Assigner security@eclipse.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-07-12 14:29:00 UTC

Updated 2023-11-07 02:52:00 UTC

Description In version from 3.0.0 to 3.5.2 of Eclipse Vert.x, the CSRFHandler do not assert that the XSRF Cookie matches the returned XSRF header/form parameter. This allows replay attacks with previously issued tokens which are not expired yet.

Risk And Classification

Problem Types: CWE-352

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Eclipse Vert.x All All All All

References

Reference Source Link Tags

Pony Mail! lists.apache.org

Pony Mail! MLIST lists.apache.org

Pony Mail! MLIST lists.apache.org

536948 – (CVE-2018-12540) CVE request for Eclipse Vert.x (CSRF validation is incomplete) CONFIRM bugs.eclipse.org Exploit, Vendor Advisory

Pony Mail! MLIST lists.apache.org

Pony Mail! MLIST lists.apache.org

Red Hat Customer Portal REDHAT access.redhat.com Exploit, Third Party Advisory

Pony Mail! lists.apache.org

Pony Mail! lists.apache.org

Pony Mail! lists.apache.org

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

https://cve.report/
https://cve.report/CVE-2018-12540/mitre
https://cve.report/CVE-2018-12540/nist
https://cve.report/CVE-2018-12540/cve_org
https://cve.report/api/cve/CVE-2018-12540.json
https://cve.report/CVE-2018-12540.pdf
http://cve.report/vendor/eclipse
http://cve.report/software/eclipse/vert.x
https://lists.apache.org/thread.html/r59482ebed302aa49ac7e0c51737499746b0d086fcdeb8f90e705951f%2540%253Ccommits.pulsar.apache.org%253E
https://lists.apache.org/thread.html/r3fffda8e947edaa359152c8dc4c4ea9c96fd8ced1999bbce92bc6b25@%253Ccommits.pulsar.apache.org%253E
https://lists.apache.org/thread.html/r10aef585c521f8ef603f5831f9d97a27d920624025131da950e0c62f@%253Ccommits.pulsar.apache.org%253E
https://bugs.eclipse.org/bugs/show_bug.cgi?id=536948
https://lists.apache.org/thread.html/r59482ebed302aa49ac7e0c51737499746b0d086fcdeb8f90e705951f@%253Ccommits.pulsar.apache.org%253E
https://lists.apache.org/thread.html/rc5b4ae8a7caae6d3d5b3266cb050823b96dd62b30718b90b778d3d8b@%253Ccommits.pulsar.apache.org%253E
https://access.redhat.com/errata/RHSA-2018:2371
https://lists.apache.org/thread.html/r10aef585c521f8ef603f5831f9d97a27d920624025131da950e0c62f%2540%253Ccommits.pulsar.apache.org%253E
https://lists.apache.org/thread.html/r3fffda8e947edaa359152c8dc4c4ea9c96fd8ced1999bbce92bc6b25%2540%253Ccommits.pulsar.apache.org%253E
https://lists.apache.org/thread.html/rc5b4ae8a7caae6d3d5b3266cb050823b96dd62b30718b90b778d3d8b%2540%253Ccommits.pulsar.apache.org%253E
https://www.cve.org/CVERecord?id=CVE-2018-12540
https://nvd.nist.gov/vuln/detail/CVE-2018-12540


No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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http://cve.report/qid/983170
https://cve.report/
https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
http://cve.report/mitre_license.txt
https://cve.report/api
https://status.cve.report

	CVE-2018-12540
	Summary
	Risk And Classification
	NVD Known Affected Configurations (CPE 2.3)
	References
	Legacy QID Mappings


