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Certain versions of Vert.x from Eclipse contain the following
vulnerability:

In version from 3.0.0 to 3.5.3 of Eclipse Vert.x, the WebSocket HTTP
upgrade implementation buffers the full http request before doing the
handshake, holding the entire request body in memory. There should
be a reasonnable limit (8192 bytes) above which the WebSocket gets
an HTTP response with the 413 status code and the connection gets

closed.

CVSS3 Score: 6.5 - MEDIUM
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CVE References

CVE-2018-12541 has been assigned by  security@eclipse.org to track the vulnerability - currently rated as MEDIUM  severity.

Affected Vendor/Software:  The Eclipse Foundation - Eclipse Vert.x version >= 3.0

Affected Vendor/Software:  The Eclipse Foundation - Eclipse Vert.x version <= 3.5.3
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Description Tags Link

Pony Mail! lists.apache.org

text/html

 MLIST [pulsar-commits] 20210419 [pulsar] branch
master updated: [Security] Upgrade vertx to 3.9.7,
addresses CVE-2018-12541 (#10261)

539170 – (CVE-2018-12541) WebSocket HTTP
upgrade implementation buffers the full http request
before doing the handshake

Third Party Advisory

bugs.eclipse.org

text/html

 CONFIRM bugs.eclipse.org/bugs/show_bug.cgi?
id=539170

Pony Mail! lists.apache.org

text/html

 MLIST [pulsar-commits] 20210419 [GitHub] [pulsar]
eolivelli merged pull request #10261: [Security] Upgrade
vertx to 3.9.7, addresses CVE-2018-12541

Red Hat Customer Portal Third Party Advisory

access.redhat.com

text/html

 REDHAT RHSA-2018:2946

Pony Mail! lists.apache.org

text/html

 MLIST [pulsar-commits] 20201215 [GitHub] [pulsar]
yanshuchong opened a new issue #8967: CVSS issue list

Pony Mail! lists.apache.org

text/html

 MLIST [pulsar-commits] 20210419 [GitHub] [pulsar]
lhotari opened a new pull request #10261: [Security]
Upgrade vertx to 3.9.7, addresses CVE-2018-12541

Pony Mail! lists.apache.org

text/html

 MLIST [pulsar-commits] 20210419 [GitHub] [pulsar]
lhotari edited a comment on pull request #10261: [Security]
Upgrade vertx to 3.9.7, addresses CVE-2018-12541

WebSocket upgrade request body limit · Issue #2648 ·
eclipse-vertx/vert.x · GitHub

Third Party Advisory

github.com

text/html

 CONFIRM github.com/eclipse-vertx/vert.x/issues/2648

Pony Mail! lists.apache.org

text/html

 MLIST [bookkeeper-issues] 20210507 [GitHub]
[bookkeeper] dlg99 commented on pull request #2693:
[Security] Upgrade vertx to 3.9.7, addresses CVE-2018-
12541

Pony Mail! lists.apache.org

text/html

 MLIST [pulsar-commits] 20210419 [GitHub] [pulsar]
lhotari commented on pull request #10261: [Security]
Upgrade vertx to 3.9.7, addresses CVE-2018-12541

Pony Mail! lists.apache.org

text/html

 MLIST [pulsar-commits] 20210513 [pulsar] 30/46:
[Security] Upgrade vertx to 3.9.7, addresses CVE-2018-
12541 (#10261)

Pony Mail! lists.apache.org

text/html

 MLIST [bookkeeper-commits] 20210817 [bookkeeper]
01/03: [Security] Upgrade vertx to 3.9.8, addresses CVE-
2018-12541 (#2693)

Pony Mail! lists.apache.org

text/html

 MLIST [bookkeeper-issues] 20210618 [GitHub]
[bookkeeper] lhotari commented on pull request #2693:
[Security] Upgrade vertx to 3.9.8, addresses CVE-2018-
12541

Pony Mail! lists.apache.org

text/html

 MLIST [bookkeeper-issues] 20210623 [GitHub]
[bookkeeper] sijie merged pull request #2693: [Security]
Upgrade vertx to 3.9.8, addresses CVE-2018-12541

Pony Mail! lists.apache.org

text/html

 MLIST [bookkeeper-issues] 20210419 [GitHub]
[bookkeeper] lhotari opened a new pull request #2693:
[Security] Upgrade vertx to 3.9.7, addresses CVE-2018-
12541

Pony Mail! lists.apache.org

text/html

 MLIST [bookkeeper-issues] 20210421 [GitHub]
[bookkeeper] lhotari commented on pull request #2693:
[Security] Upgrade vertx to 3.9.7, addresses CVE-2018-
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https://lists.apache.org/thread.html/r8db0431ecf93f2dd2128db5ddca897b33ba883b7f126648d6a9e4c47@%253Ccommits.pulsar.apache.org%253E
https://bugs.eclipse.org/bugs/show_bug.cgi?id=539170
https://lists.apache.org/thread.html/r11789cd6d67ecca2d6f6bbb11e34495e68ee99287b6c59edf5b1a09c@%253Ccommits.pulsar.apache.org%253E
https://access.redhat.com/errata/RHSA-2018:2946
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https://github.com/eclipse-vertx/vert.x/issues/2648
https://lists.apache.org/thread.html/r1af71105539fe01fcecb92d2ecd8eea56c515fb1c80ecab4df424553@%253Cissues.bookkeeper.apache.org%253E
https://lists.apache.org/thread.html/r344235b1aea2f7fa2381495df1d77d02b595e3d7e4626e701f7c1062@%253Ccommits.pulsar.apache.org%253E
https://lists.apache.org/thread.html/r79789a0afb184abd13a2c07016e6e7ab8e64331f332b630bf82a2eed@%253Ccommits.pulsar.apache.org%253E
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https://lists.apache.org/thread.html/reb3cc4f3e10264896a541813c0030ec9d9466ba9b722fe5d4adc91cd@%253Cissues.bookkeeper.apache.org%253E
https://lists.apache.org/thread.html/r01123837ffbfdf5809e0a4ac354ad546e4ca8f18df89ee5a10eeb81b@%253Cissues.bookkeeper.apache.org%253E
https://lists.apache.org/thread.html/r362835e6c7f34324ed24e318b363fcdd20cea91d0cea0b2e1164f73e@%253Cissues.bookkeeper.apache.org%253E
https://lists.apache.org/thread.html/rbdc279ecdb7ac496a03befb05a53605c4ce2b67e14f8f4df4cfa1203@%253Cissues.bookkeeper.apache.org%253E
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12541

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

Related QID Numbers

981498 Java (maven) Security Update for io.vertx:vertx-core (GHSA-45xm-v8gq-7jqx)

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language

Application Eclipse Vert.x All All All All

Application Eclipse Vert.x All All All All

No vendor comments have been submitted for this CVE
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