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CVE-2018-12545

Source: Mitre Source: NIST CVE.ORG Print: PDF %)

cssanmvancLranunsueninas  Gertain versions of Jetty from EC”pSG contain the foIIowing
: vulnerability:

In Eclipse Jetty version 9.3.x and 9.4.x, the server is vulnerable to
Denial of Service conditions if a remote client sends either large
SETTINGs frames container containing many settings, or many small
SETTINGs frames. The vulnerability is due to the additional CPU and
memory allocations required to handle changed settings.

CVE-2018-12545 has been assigned by @@ security@eclipse.org to track the vulnerability - currently rated as m severity.
Affected Vendor/Software: @ The Eclipse Foundation - Eclipse Jetty version >= 9.3.0

Affected Vendor/Software: @ The Eclipse Foundation - Eclipse Jetty version < 9.4.12

| CVSS3 Score: 7.5-HIGH

Attack Attack Privileges User
Vector Complexity Required Interaction
NETWORK LOW [ NONE | [ NONE |
Scope Confidentiality Integrity Availability
Impact Impact Impact

CVSS2 Score: [SEMEDIUNM)
Access Access Authentication
Vector Complexity
Low NN |
Confidentiality Integrity Availability
Impact Impact Impact
[[NONE) INONE |

CVE References

Descrintion Taas Link


https://cve.report/
https://cve.report/CVE-2018-12545/mitre
https://cve.report/CVE-2018-12545/nist
https://cve.report/CVE-2018-12545/cve_org
https://cve.report/CVE-2018-12545.pdf
http://cve.report/software/eclipse/jetty
http://cve.report/vendor/eclipse
http://cve.report/cvsscalc.php
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/

—————pee—e-

538096 — (CVE-2018-12545) Jetty: CVE Request: Issue Tracking () CONFIRM bugs.eclipse.org/bugs/show_bug.cgi?
Potential for Denial of Service with HTTP2/SETTING Vendor Advisory id=538096
frames bugs.eclipse.org
text/html
Pony Mail! Mailing List / MLIST [druid-commits] 20191115 [GitHub] [incubator-
Third Party Advisory druid] ccaominh opened a new pull request #8878: Address
lists.apache.org security vulnerabilities
text/html
Pony Mail! Mailing List / MLIST [accumulo-notifications] 20190402 [GitHub]
Third Party Advisory [accumulo] milleruntime opened a new pull request #1072:
lists.apache.org Upgrade jetty to fix CVE
text/html
Oracle Critical Patch Update Advisory - October Third Party Advisory O MISC www.oracle.com/security-alerts/cpuoct2020.html
2020 www.oracle.com

text/html

Pony Mail! Mailing List / MLIST [accumulo-commits] 20190404 [accumulo] branch
master updated: Update jetty to latest (CVE-2018-12545)
Third Party Advisory

lists.apache.org

text/html
Pony Mail! Mailing List / MLIST [pulsar-commits] 20190416 [GitHub] [pulsar]
Third Party Advisory one70six opened a new issue #4057: Security Vulnerabilities
lists.apache.org - Black Duck Scan - Pulsar v.2.3.1
text/html
[SECURITY] Fedora 28 Update: jetty-9.4.11- Mailing List FEDORA FEDORA-2019-d9f867cb65
3.v20180605.fc28 - package-announce - Fedora Release Notes
Mailing-Lists Third Party Advisory

lists.fedoraproject.org
text/htm

Pony Mail! Mailing List / MLIST [infra-devnull] 20190402 [GitHub] [accumulo]
Third Party Advisory milleruntime opened pull request #1072: Upgrade jetty to fix
lists.apache.org CVE
text/html

Oracle Critical Patch Update - October 2019 O MISC www.oracle.com/technetwork/security-
Third Party Advisory advisory/cpuoct2019-5072832.html
www.oracle.com

text/html

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

Related QID Numbers

982308 Java (maven) Security Update for org.eclipse.jetty:jetty-server (GHSA-h2f4-v4c4-6wx4)

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language

Application Eclipse Jetty 9.3.0 20150601 All All

Application Eclipse Jetty 9.3.0 20150608 All All


https://bugs.eclipse.org/bugs/show_bug.cgi?id=538096
https://lists.apache.org/thread.html/9317fd092b257a0815434b116a8af8daea6e920b6673f4fd5583d5fe@%253Ccommits.druid.apache.org%253E
https://lists.apache.org/thread.html/febc94ffec9275dcda64633e0276a1400cd318e571009e4cda9b7a79@%253Cnotifications.accumulo.apache.org%253E
https://www.oracle.com/security-alerts/cpuoct2020.html
https://lists.apache.org/thread.html/13f5241048ec0bf966a6ddd306feaf40de5b20e1f09096b9cddeddf2@%253Ccommits.accumulo.apache.org%253E
https://lists.apache.org/thread.html/ff8dcfe29377088ab655fda9d585dccd5b1f07fabd94ae84fd60a7f8@%253Ccommits.pulsar.apache.org%253E
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/CIS4LALKZNLF5X5IGNGRSKERG7FY4QG6/
https://lists.apache.org/thread.html/70744fe4faba8e2fa7e50a7fc794dd03cb28dad8b21e08ee59bb1606@%253Cdevnull.infra.apache.org%253E
https://www.oracle.com/technetwork/security-advisory/cpuoct2019-5072832.html
mailto:%20comment@cve.report
http://cve.report/qid/982308
http://cve.report/vendor/eclipse
http://cve.report/software/eclipse/jetty
http://cve.report/vendor/eclipse
http://cve.report/software/eclipse/jetty
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