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Summary

CVE CVE-2018-12557

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-06-19 05:29:00 UTC

Updated 2023-11-07 02:52:00 UTC

Description An issue was discovered in Zuul 3.x before 3.1.0. If nodes become offline during the build, the no_log attribute of a task is ignored. If the unreachable error occurred in a task used with a loop variable (e.g., with_items), the contents of the loop items would be printed in the console. This could lead to accidentally leaking credentials or secrets.

Risk And Classification

Problem Types: CWE-200

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Zuul-ci Zuul All All All All

Application Zuul-ci Zuul All All All All

References

Reference Source Link

Fix information disclosure caused by unreachable nodes · ffe7278c08 - zuul - OpenDev: Free Software Needs Free Tools MISC git.zuul-ci.org

StoryBoard MISC storyboard.openstack.org

StoryBoard storyboard.openstack.org

Unintended variable disclosure on Ansible unreachable tasks despite no_log MISC lists.zuul-ci.org

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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