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Summary

CVE CVE-2018-1259

State PUBLIC

Assigner secure@dell.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-05-11 20:29:00 UTC

Updated 2022-07-25 18:15:00 UTC

Description Spring Data Commons, versions 1.13 prior to 1.13.12 and 2.0 prior to 2.0.7, used in combination with XMLBeam 1.4.14 or earlier versions, contains a property binder vulnerability caused by improper restriction of XML external entity references as underlying library XMLBeam does not restrict external reference expansion. An unauthenticated remote malicious user can supply specially crafted request parameters against Spring Data's projection-based request payload binding to access arbitrary files on the system.

Risk And Classification

Problem Types: CWE-611

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Pivotal Software Spring Data Commons All All All All

Application Pivotal Software Spring Data Commons All All All All

Application Pivotal Software Spring Data Rest All All All All

Application Pivotal Software Spring Data Rest All All All All

Application Xmlbeam Xmlbeam All All All All

References

Reference Source Link Tags

Red Hat Customer Portal REDHAT access.redhat.com Third Party Advisory

Red Hat Customer Portal REDHAT access.redhat.com Third Party Advisory

CVE-2018-1259: XXE with Spring Data’s XMLBeam integration | Security | VMware Tanzu CONFIRM pivotal.io Vendor Advisory

Oracle Critical Patch Update Advisory - July 2022 N/A www.oracle.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.
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