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CVE CVE-2018-1259
State PUBLIC
Assigner secure@dell.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-05-11 20:29:00 UTC
Updated 2022-07-25 18:15:00 UTC
Description Spring Data Commons, versions 1.13 prior to 1.13.12 and 2.0 prior to 2.0.7, used in combination with XMLBeam 1.4.14 or ¢
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Risk And Classification

Problem Types: CWE-611

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Pivotal Software Spring Data Commons All All All All

Application Pivotal Software Spring Data Commons All All All All

Application Pivotal Software Spring Data Rest All All All All

Application Pivotal Software Spring Data Rest All All All All

Application Xmlbeam Xmlbeam All All All All

Reference Source Link Tags

Red Hat Customer Portal REDHAT  access.redhat.com Third Party Ac
Red Hat Customer Portal REDHAT  access.redhat.com Third Party Ac
CVE-2018-1259: XXE with Spring Data’s XMLBeam integration | Security | VMware Tanzu CONFIRM pivotal.io Vendor Advis(
Oracle Critical Patch Update Advisory - July 2022 N/A www.oracle.com

CVE Program record CVE.ORG www.cve.org canonical
NVD vulnerability detail NVD nvd.nist.gov canonical, an¢
J D

No vendor comments have been submitted for this CVE.
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http://cve.report/software/xmlbeam/xmlbeam
https://access.redhat.com/errata/RHSA-2018:1809
https://access.redhat.com/errata/RHSA-2018:3768
https://pivotal.io/security/cve-2018-1259
https://www.oracle.com/security-alerts/cpujul2022.html
https://www.cve.org/CVERecord?id=CVE-2018-1259
https://nvd.nist.gov/vuln/detail/CVE-2018-1259

Legacy QID Mappings

980992 Java (maven) Security Update for org.springframework.data:spring-data-commons (GHSA-m929-7fr6-cvjg)
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