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Summary

CVE CVE-2018-12596

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-10-10 21:29:00 UTC

Updated 2023-11-07 02:52:00 UTC

Description Episerver Ektron CMS before 9.0 SP3 Site CU 31, 9.1 before SP3 Site CU 45, or 9.2 before SP2 Site CU 22 allows remote attackers to call aspx pages via the "activateuser.aspx" page, even if a page is located under the /WorkArea/ path, which is forbidden (normally available exclusively for local admins).

Risk And Classification

Problem Types: CWE-269

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Episerver Ektron Cms 9.00 - All All

Application Episerver Ektron Cms 9.00 sp1 All All

Application Episerver Ektron Cms 9.00 sp2 All All

Application Episerver Ektron Cms 9.10 - All All

Application Episerver Ektron Cms 9.10 sp1 All All

Application Episerver Ektron Cms 9.10 sp2 All All

Application Episerver Ektron Cms 9.20 - All All

Application Episerver Ektron Cms 9.20 sp1 All All

Application Episerver Ektron Cms 9.00 - All All

Application Episerver Ektron Cms 9.00 sp1 All All

Application Episerver Ektron Cms 9.00 sp2 All All

Application Episerver Ektron Cms 9.10 - All All

Application Episerver Ektron Cms 9.10 sp1 All All

Application Episerver Ektron Cms 9.10 sp2 All All

Application Episerver Ektron Cms 9.20 - All All

Application Episerver Ektron Cms 9.20 sp1 All All
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Full Disclosure: Ektron Content Management System (CMS) 9.20 SP2, remote re-enabling users (CVE-2018–12596) FULLDISC
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CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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