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Summary

CVE CVE-2018-12613

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-06-21 20:29:00 UTC

Updated 2021-11-02 17:59:00 UTC

Description An issue was discovered in phpMyAdmin 4.8.x before 4.8.2, in which an attacker can include (view and potentially execute) files on the server. The vulnerability comes from a portion of code where pages are redirected and loaded within phpMyAdmin, and an improper test for whitelisted pages. An attacker must be authenticated, except in the "$cfg['AllowArbitraryServer'] = true" case (where an attacker can specify any host he/she is already in control of, and execute arbitrary code on phpMyAdmin) and the "$cfg['ServerDefault'] = 0" case (which bypasses the login requirement and runs the vulnerable code without any authentication).

Risk And Classification

Problem Types: CWE-287

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Phpmyadmin Phpmyadmin All All All All

Application Phpmyadmin Phpmyadmin All All All All

References

Reference Source Link Tags

phpMyAdmin 4.8.1 Remote Code Execution ≈ Packet Storm MISC packetstormsecurity.com

phpMyAdmin 4.8.1 - (Authenticated) Local File Inclusion (1) - PHP webapps Exploit EXPLOIT-DB www.exploit-db.com Exploit, Third Party Advisory, VDB Entry

phpMyAdmin CVE-2018-12613 Remote File Inclusion Vulnerability BID www.securityfocus.com Third Party Advisory, VDB Entry

phpMyAdmin - Security - PMASA-2018-4 CONFIRM www.phpmyadmin.net Vendor Advisory

phpMyAdmin: Multiple vulnerabilities (GLSA 201904-16) — Gentoo security GENTOO security.gentoo.org Third Party Advisory

phpMyAdmin - (Authenticated) Remote Code Execution (Metasploit) - PHP remote Exploit EXPLOIT-DB www.exploit-db.com Exploit, Third Party Advisory, VDB Entry

phpMyAdmin 4.8.1 - (Authenticated) Local File Inclusion (2) - PHP webapps Exploit EXPLOIT-DB www.exploit-db.com Third Party Advisory, VDB Entry

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.
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CVE.report and Source URL Uptime Status status.cve.report

501151 Alpine Linux Security Update for phpmyadmin

690258 Free Berkeley Software Distribution (FreeBSD) Security Update for phpmyadmin (17cb6ff3-7670-11e8-8854-6805ca0b3d42)

710168 Gentoo Linux phpMyAdmin Multiple vulnerabilities (GLSA 201904-16)
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