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Summary

CVE CVE-2018-1288

State PUBLIC

Assigner security@apache.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-07-26 14:29:00 UTC

Updated 2023-11-07 02:55:00 UTC

Description In Apache Kafka 0.9.0.0 to 0.9.0.1, 0.10.0.0 to 0.10.2.1, 0.11.0.0 to 0.11.0.2, and 1.0.0, authenticated Kafka users may perform action reserved for the Broker via a manually created fetch request interfering with data replication, resulting in data loss.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Apache Kafka 1.0.0 All All All

Application Apache Kafka All All All All

Application Apache Kafka All All All All

Application Apache Kafka All All All All

Application Apache Kafka 1.0.0 All All All

Application Oracle Database 11.2.0.4 All All All

Application Oracle Database 12.1.0.2 All All All

Application Oracle Database 12.2.0.1 All All All

Application Oracle Database 18c All All All

Application Oracle Database 19c All All All

Application Oracle Primavera P6 Enterprise Project Portfolio Management All All All All

Application Oracle Timesten In-memory Database All All All All

Application Redhat Jboss Middleware Text-only Advisories 1.0 All All All

Application Redhat Jboss Middleware Text-only Advisories 1.0 All All All
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Apache Mail Archives MLIST lists.apache.org Mailing List, Vendor Advisory

Pony Mail! lists.apache.org

[kafka-dev] 20211007 Re: CVE Back Port? lists.apache.org

Pony Mail! lists.apache.org

Pony Mail! MLIST lists.apache.org

Apache Mail Archives lists.apache.org

Oracle Critical Patch Update Advisory - July 2020 MISC www.oracle.com

Pony Mail! MLIST lists.apache.org

Pony Mail! MLIST lists.apache.org

Malformed Request BID www.securityfocus.com Third Party Advisory, VDB Entry

Pony Mail! lists.apache.org

Red Hat Customer Portal REDHAT access.redhat.com Third Party Advisory

Pony Mail! MLIST lists.apache.org

Pony Mail! lists.apache.org

Pony Mail! MLIST lists.apache.org

Pony Mail! MLIST lists.apache.org

Pony Mail! lists.apache.org

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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