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Summary

CVE CVE-2018-12920

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-06-28 11:29:00 UTC

Updated 2021-05-03 17:45:00 UTC

Description Brickstream 2300 devices allow remote attackers to obtain potentially sensitive information via a direct request for the basic.html#ipsettings or basic.html#datadelivery URI.

Risk And Classification

Problem Types: CWE-200

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Brickstream Brickstream 2300 - All All All

Hardware Brickstream Brickstream 2300 - All All All

Operating System Brickstream Brickstream 2300 Firmware - All All All

Operating System Brickstream Brickstream 2300 Firmware - All All All

Hardware Flir Brickstream 2300 - All All All

Operating System Flir Brickstream 2300 Firmware - All All All

References

Reference

The Brickstream line of sensors provides highly accurate, anonymous information about how people move into, around, and out of physical places - 知道创宇 Seebug 漏洞平台

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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