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CVE CVE-2018-1295
State PUBLIC
Assigner security@apache.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-04-02 17:29:00 UTC
Updated 2023-11-07 02:55:00 UTC
Description In Apache Ignite 2.3 or earlier, the serialization mechanism does not have a list of classes allowed for serialization/deseriali
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Risk And Classification

Problem Types: CWE-502

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Apache Ignite All All All All

Reference Source Link Tags

Apache Mail Archives lists.apache.org

Red Hat Customer Portal REDHAT  access.redhat.com Third Party Advisory

Apache Mail Archives MLIST lists.apache.org Mailing List, Mitigation, Vendor
Apache Ignite CVE-2018-1295 Arbitrary Code Execution Vulnerability BID www.securityfocus.com  Third Party Advisory, VDB Enti
CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

981125 Java (maven) Security Update for org.apache.ignite:ignite-core (GHSA-chp4-rv79-68j3)
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