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In Apache Hadoop 3.0.0-alphat to 3.0.0, 2.9.0, 2.8.0 to 2.8.3, and 2.5.0 to 2.7.5, HDFS exposes extended attribute key/vall
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Risk And Classification

Problem Types: CWE-200

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor Product Version Update Edition Language
Apache Hadoop 2.8.0 All All All
Apache Hadoop 2.8.1 All All All
Apache Hadoop 2.8.2 All All All
Apache Hadoop 2.8.3 All All All
Apache Hadoop 2.9.0 All All All
Apache Hadoop 3.0.0 All All All
Apache Hadoop 3.0.0 alphai All All
Apache Hadoop 3.0.0 alpha2 All All
Apache Hadoop 3.0.0 alpha3 All All
Apache Hadoop 3.0.0 alpha4 All All
Apache Hadoop 3.0.0 betal All All
Apache Hadoop 2.8.0 All All All
Apache Hadoop 2.8.1 All All All
Apache Hadoop 2.8.2 All All All
Apache Hadoop 2.8.3 All All All
Apache Hadoop 2.9.0 All All All
Apache Hadoop 3.0.0 All All All
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Application Apache Hadoop 3.0.0 alphai All All

Application Apache Hadoop 3.0.0 alpha2 All All

Application Apache Hadoop 3.0.0 alpha3 All All

Application Apache Hadoop 3.0.0 alpha4 All All

Application Apache Hadoop 3.0.0 betal All All

Application Apache Hadoop All All All All

Reference Source Link Tags

Apache Hadoop CVE-2018-1296 Access Bypass Vulnerability BID www.securityfocus.com  Third Party Advisory

Pony Mail! lists.apache.org

Pony Mail! MISC lists.apache.org Mailing List, Mitigation, Vendor Advisc
CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

980864 Java (maven) Security Update for org.apache.hadoop:hadoop-main (GHSA-v569-9g72v-q434)
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