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Summary

CVE CVE-2018-1297

State PUBLIC

Assigner security@apache.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-02-13 12:29:00 UTC

Updated 2023-11-07 02:55:00 UTC

Description When using Distributed Test only (RMI based), Apache JMeter 2.x and 3.x uses an unsecured RMI connection. This could allow an attacker to get Access to JMeterEngine and send unauthorized code.

Risk And Classification

Problem Types: CWE-319

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Apache Jmeter 2.1 All All All

Application Apache Jmeter 2.10 rc1 All All

Application Apache Jmeter 2.10 rc2 All All

Application Apache Jmeter 2.11 All All All

Application Apache Jmeter 2.11 rc1 All All

Application Apache Jmeter 2.11 rc2 All All

Application Apache Jmeter 2.12 All All All

Application Apache Jmeter 2.12 rc1 All All

Application Apache Jmeter 2.12 rc2 All All

Application Apache Jmeter 2.13 All All All

Application Apache Jmeter 2.13 rc1 All All

Application Apache Jmeter 2.13 rc2 All All

Application Apache Jmeter 2.2 All All All

Application Apache Jmeter 2.3 All All All

Application Apache Jmeter 2.3.1 All All All

Application Apache Jmeter 2.3.2 All All All

Application Apache Jmeter 2.3.3 All All All
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Application Apache Jmeter 2.3.3 All All All

Application Apache Jmeter 2.3.3 rc1 All All

Application Apache Jmeter 2.3.3 rc2 All All

Application Apache Jmeter 2.3.4 All All All

Application Apache Jmeter 2.3.4 rc1 All All

Application Apache Jmeter 2.3.4 rc2 All All

Application Apache Jmeter 2.3.4 rc3 All All

Application Apache Jmeter 2.4 All All All

Application Apache Jmeter 2.5 All All All

Application Apache Jmeter 2.5 rc1 All All

Application Apache Jmeter 2.5 rc2 All All

Application Apache Jmeter 2.5 rc3 All All

Application Apache Jmeter 2.5.1 All All All

Application Apache Jmeter 2.5.1 rc1 All All

Application Apache Jmeter 2.5.1 rc2 All All

Application Apache Jmeter 2.5.1 rc3 All All

Application Apache Jmeter 2.6 All All All

Application Apache Jmeter 2.6 rc1 All All

Application Apache Jmeter 2.6 rc2 All All

Application Apache Jmeter 2.7 All All All

Application Apache Jmeter 2.7 rc1 All All

Application Apache Jmeter 2.7 rc2 All All

Application Apache Jmeter 2.7 rc3 All All

Application Apache Jmeter 2.8 All All All

Application Apache Jmeter 2.8 rc1 All All

Application Apache Jmeter 2.8 rc2 All All

Application Apache Jmeter 2.9 All All All

Application Apache Jmeter 2.9 rc1 All All

Application Apache Jmeter 2.9 rc2 All All

Application Apache Jmeter 2.9 rc3 All All

Application Apache Jmeter 3.0 All All All

Application Apache Jmeter 3.0 rc1 All All

Application Apache Jmeter 3.0 rc2 All All

Application Apache Jmeter 3.0 rc3 All All

Application Apache Jmeter 3.0 rc4 All All

Application Apache Jmeter 3.0 rc5 All All
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Application Apache Jmeter 3.1 All All All

Application Apache Jmeter 3.1 rc1 All All

Application Apache Jmeter 3.1 rc2 All All

Application Apache Jmeter 3.1 rc3 All All

Application Apache Jmeter 3.1 rc4 All All

Application Apache Jmeter 3.2 All All All

Application Apache Jmeter 3.2 rc1 All All

Application Apache Jmeter 3.2 rc2 All All

Application Apache Jmeter 3.2 rc3 All All

Application Apache Jmeter 3.3 All All All

Application Apache Jmeter 3.3 rc1 All All

Application Apache Jmeter 2.1 All All All

Application Apache Jmeter 2.10 rc1 All All

Application Apache Jmeter 2.10 rc2 All All

Application Apache Jmeter 2.11 All All All

Application Apache Jmeter 2.11 rc1 All All

Application Apache Jmeter 2.11 rc2 All All

Application Apache Jmeter 2.12 All All All

Application Apache Jmeter 2.12 rc1 All All

Application Apache Jmeter 2.12 rc2 All All

Application Apache Jmeter 2.13 All All All

Application Apache Jmeter 2.13 rc1 All All

Application Apache Jmeter 2.13 rc2 All All

Application Apache Jmeter 2.2 All All All

Application Apache Jmeter 2.3 All All All

Application Apache Jmeter 2.3.1 All All All

Application Apache Jmeter 2.3.2 All All All

Application Apache Jmeter 2.3.3 All All All

Application Apache Jmeter 2.3.3 rc1 All All

Application Apache Jmeter 2.3.3 rc2 All All

Application Apache Jmeter 2.3.4 All All All

Application Apache Jmeter 2.3.4 rc1 All All

Application Apache Jmeter 2.3.4 rc2 All All

Application Apache Jmeter 2.3.4 rc3 All All

Application Apache Jmeter 2.4 All All All

Application Apache Jmeter 2.5 All All All
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Application Apache Jmeter 2.5 All All All

Application Apache Jmeter 2.5 rc1 All All

Application Apache Jmeter 2.5 rc2 All All

Application Apache Jmeter 2.5 rc3 All All

Application Apache Jmeter 2.5.1 All All All

Application Apache Jmeter 2.5.1 rc1 All All

Application Apache Jmeter 2.5.1 rc2 All All

Application Apache Jmeter 2.5.1 rc3 All All

Application Apache Jmeter 2.6 All All All

Application Apache Jmeter 2.6 rc1 All All

Application Apache Jmeter 2.6 rc2 All All

Application Apache Jmeter 2.7 All All All

Application Apache Jmeter 2.7 rc1 All All

Application Apache Jmeter 2.7 rc2 All All

Application Apache Jmeter 2.7 rc3 All All

Application Apache Jmeter 2.8 All All All

Application Apache Jmeter 2.8 rc1 All All

Application Apache Jmeter 2.8 rc2 All All

Application Apache Jmeter 2.9 All All All

Application Apache Jmeter 2.9 rc1 All All

Application Apache Jmeter 2.9 rc2 All All

Application Apache Jmeter 2.9 rc3 All All

Application Apache Jmeter 3.0 All All All

Application Apache Jmeter 3.0 rc1 All All

Application Apache Jmeter 3.0 rc2 All All

Application Apache Jmeter 3.0 rc3 All All

Application Apache Jmeter 3.0 rc4 All All

Application Apache Jmeter 3.0 rc5 All All

Application Apache Jmeter 3.1 All All All

Application Apache Jmeter 3.1 rc1 All All

Application Apache Jmeter 3.1 rc2 All All

Application Apache Jmeter 3.1 rc3 All All

Application Apache Jmeter 3.1 rc4 All All

Application Apache Jmeter 3.2 All All All

Application Apache Jmeter 3.2 rc1 All All

Application Apache Jmeter 3.2 rc2 All All
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Application Apache Jmeter 3.2 rc3 All All

Application Apache Jmeter 3.3 All All All

Application Apache Jmeter 3.3 rc1 All All

References

Reference

Pony Mail!

Pony Mail!

CVE-2018-1297: Apache JMeter uses an unsecure RMI connection in Distributed mode

62039 – [CVE-2018-1287 & CVE-2018-1297] Distributed testing : Secure RMI connection by SSL and certificate and bind to host defined "java.rmi.server.hostname" system property

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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