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Source: Mitre Source: NIST CVE.ORG Print: PDF %)

cssanvaneLrruuiasceuan Gertain versions of 762-3000 from Wago contain the foIIowing
: vulnerability:

An issue was discovered on WAGO e!DISPLAY 762-3000 through
762-3003 devices with firmware before FW 02. The vulnerability can be
exploited by authenticated and unauthenticated users by sending
special crafted requests to the web server allowing injecting code within
the WBM. The code will be rendered and/or executed in the browser of

the user's browser.

CVE-2018-12981 has been assigned by [¥] cve@mitre.org to track the vulnerability - currently rated as severity.
CVSS3 Score: [SEEMEDIIM)

Attack Attack Privileges User

Vector Complexity Required Interaction
NETWORK LOW

Scope Confidentiality Integrity Availability

Impact Impact Impact

(NONE_
CVSS2 Score: [355=LOW

Access Access Authentication

Vector Complexity

Confidentiality Integrity Availability

Impact Impact Impact

[ NONE | [ NONE |

CVE References

Description Tags Link
WAGO Multiple =0 MISC cert.vde.com/en-us/advisories/vde-2018-010

vulnerabilities in


https://cve.report/
https://cve.report/CVE-2018-12981/mitre
https://cve.report/CVE-2018-12981/nist
https://cve.report/CVE-2018-12981/cve_org
https://cve.report/CVE-2018-12981.pdf
http://cve.report/software/wago/762-3000
http://cve.report/vendor/wago
http://cve.report/cvsscalc.php
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
https://cert.vde.com/en-us/advisories/vde-2018-010

e!DISPLAY products text/html
— English (USA)

Remote code
execution via multiple Third Party Advisory
attack vectors in www.sec-consult.com
WAGO e!DISPLAY text/html

7300T — SEC Consult

¥ MISC www.sec-consult.com/en/blog/advisories/remote-code-execution-via-multiple-a

WAGO e!DISPLAY Third Party Advisory @ MISC ics-cert.us-cert.gov/advisories/ICSA-18-198-02
Web-Based- US Government Resource
Management | CISA ics-cert.us-cert.gov

text/html

Third Party Advisory « CONFIRM www.wago.com/medias/SA-WBM-2018-004.pdf?
www.wago.com context=bWFzdGVyfHJvb3R8MjgyNzYwfGFwcGxpY2F0aW9uL3BkZnxoMWUvaDg4L zt
inode/x-empty
Inactive Link | Not Archived

Full Disclosure: SEC FULLDISC 20180711 SEC Consult SA-20180711-0 :: Remote code execution via mL

Consult SA- Mailing List
20180711-0 :: Remote Rl E Gl
code execution via seclists.org

multiple attack vectors  FEITIT
in WAGO e!DISPLAY
7300T

WAGO e!DISPLAY

7300T - Multiple Third Party Advisory

Vulnerabilities VDB Entry
www.exploit-db.com

= EXPLOIT-DB 45014

Proof of Concept
text/html

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

B =

Related QID Numbers

590458 WAGO e!DISPLAY Web-Based-Management Multiple Vulnerabilities (ICSA-18-198-02)

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Hardware o A Wago 762-3000 - All All All
Operating Wago 762-3000 Firmware All All All All
System

Hardware &= 4 Wago 762-3001 - All All All
Operating Wago 762-3001 Firmware All All All All
System

Hardware = >4 Wago 762-3002 - All All All
Operating Wago 762-3002 Firmware All All All All
System

AavAiarava ~-A AV VRN 70 N2NND All All All


https://www.sec-consult.com/en/blog/advisories/remote-code-execution-via-multiple-attack-vectors-in-wago-edisplay/
https://ics-cert.us-cert.gov/advisories/ICSA-18-198-02
https://www.wago.com/medias/SA-WBM-2018-004.pdf?context=bWFzdGVyfHJvb3R8MjgyNzYwfGFwcGxpY2F0aW9uL3BkZnxoMWUvaDg4LzkzNjE3NTIxOTUxMDIucGRmfDU1NmJkYjEzNDY0ZGU4OWQ1OTMyMjUwNTlmZTI0MzgwNDQ1MDY1YzU3OWRmZDk1NzYzODAwMDI3ODg1NDJlZjU
http://seclists.org/fulldisclosure/2018/Jul/38
https://www.exploit-db.com/exploits/45014/
mailto:%20comment@cve.report
http://cve.report/qid/590458
https://device.report/wago/762-3000
http://cve.report/vendor/wago
http://cve.report/software/wago/762-3000
http://cve.report/vendor/wago
http://cve.report/software/wago/762-3000_firmware
https://device.report/wago/762-3001
http://cve.report/vendor/wago
http://cve.report/software/wago/762-3001
http://cve.report/vendor/wago
http://cve.report/software/wago/762-3001_firmware
https://device.report/wago/762-3002
http://cve.report/vendor/wago
http://cve.report/software/wago/762-3002
http://cve.report/vendor/wago
http://cve.report/software/wago/762-3002_firmware
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https://device.report/wago/762-3003
http://cve.report/vendor/wago
http://cve.report/software/wago/762-3003
http://cve.report/vendor/wago
http://cve.report/software/wago/762-3003_firmware
https://device.report/wago/e-display-762-3000
http://cve.report/vendor/wago
http://cve.report/software/wago/e!display_762-3000
http://cve.report/vendor/wago
http://cve.report/software/wago/e!display_762-3000_firmware
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http://cve.report/vendor/wago
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http://cve.report/vendor/wago
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http://cve.report/vendor/wago
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http://cve.report/vendor/wago
http://cve.report/software/wago/e!display_762-3002
https://device.report/wago/e-display-762-3002
http://cve.report/vendor/wago
http://cve.report/software/wago/e!display_762-3002
http://cve.report/vendor/wago
http://cve.report/software/wago/e!display_762-3002_firmware
http://cve.report/vendor/wago
http://cve.report/software/wago/e!display_762-3002_firmware
https://device.report/wago/e-display-762-3003
http://cve.report/vendor/wago
http://cve.report/software/wago/e!display_762-3003
https://device.report/wago/e-display-762-3003
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cpe:2.3:0:wago:e\ldisplay_762-3000_firmware:™:*:*:*:*:*:*:*:

cpe:2.3:0:wago:e\ldisplay_762-3000_firmware:*:*:*:*:*:*:*:*:

cpe:2.3:h:wago:e\ldisplay_762-3001 :-:*:*: "

cpe:2.3:0:wago:e\ldisplay_762-3001_firmware: :*:*:*:*:**:*:

cpe:2.3:0:wago:e\ldisplay_762-3001_firmware: :*:*:**:*:*:*:



No vendor comments have been submitted for this CVE
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
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