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Summary

CVE CVE-2018-12997

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-06-29 12:29:00 UTC

Updated 2023-12-07 20:06:00 UTC

Description Incorrect Access Control in FailOverHelperServlet in Zoho ManageEngine Netflow Analyzer before build 123137, Network Configuration Manager before build 123128, OpManager before build 123148, OpUtils before build 123161, and Firewall Analyzer before build 123147 allows attackers to read certain files on the web server without login by sending a specially crafted request to the server with the operation=copyfile&fileName= substring.

Risk And Classification

Problem Types: CWE-200

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Zohocorp Firewall Analyzer - All All All

Application Zohocorp Firewall Analyzer - All All All

Application Zohocorp Manageengine Netflow Analyzer - All All All

Application Zohocorp Manageengine Netflow Analyzer - All All All

Application Zohocorp Manageengine Network Configuration Manager - All All All

Application Zohocorp Manageengine Opmanager - All All All

Application Zohocorp Manageengine Oputils - All All All

Application Zohocorp Network Configuration Manager - All All All

Application Zohocorp Network Configuration Manager - All All All

Application Zohocorp Opmanager - All All All

Application Zohocorp Opmanager - All All All

Application Zohocorp Oputils - All All All

Application Zohocorp Oputils - All All All
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[CVE-2018-12997]Zoho manageengine Arbitrary File Read in multiple Products · Issue #8 · unh3x/just4cve · GitHub MISC github.com

Zoho ManageEngine 13 (13790 build) XSS / File Read / File Deletion ≈ Packet Storm MISC packetstormsecurity.com

Full Disclosure: [CVE-2018-12997]Zoho manageengine Arbitrary File Read in multiple Products FULLDISC seclists.org

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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