VE-2018-1

MITRE NVD CVE.ORG Print: PDF %5

CVE CVE-2018-1301
State PUBLIC
Assigner security@apache.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-03-26 15:29:00 UTC
Updated 2023-11-07 02:55:00 UTC
Description A specially crafted request could have crashed the Apache HTTP Server prior to version 2.4.30, due to an out of bound acc

/ |

1|

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Apache Http Server All All All All
Operating System Canonical Ubuntu Linux 12.04 All All All
Operating System Canonical Ubuntu Linux 14.04 All All All
Operating System Canonical Ubuntu Linux 16.04 All All All
Operating System Canonical Ubuntu Linux 17.10 All All All
Operating System Canonical Ubuntu Linux 18.04 All All All
Operating System Canonical Ubuntu Linux 12.04 All All All
Operating System Canonical Ubuntu Linux 14.04 All All All
Operating System Canonical Ubuntu Linux 16.04 All All All
Operating System Canonical Ubuntu Linux 17.10 All All All
Operating System Canonical Ubuntu Linux 18.04 All All All
Operating System Debian Debian Linux 7.0 All All All
Operating System Debian Debian Linux 8.0 All All All
Operating System Debian Debian Linux 9.0 All All All
Operating System Debian Debian Linux 7.0 All All All
Operating System Debian Debian Linux 8.0 All All All
Operating System Debian Debian Linux 9.0 All All All
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Operating System Netapp Clustered Data Ontap - All All All

Operating System Netapp Clustered Data Ontap - All All All

Application Netapp Santricity Cloud Connector - All All All

Application Netapp Santricity Cloud Connector - All All All

Application Netapp Storagegrid - All All All

Application Netapp Storagegrid - All All All

Application Netapp Storage Automation Store - All All All

Application Netapp Storage Automation Store - All All All

Operating System Redhat Enterprise Linux 6.0 All All All

Operating System Redhat Enterprise Linux 7.0 All All All

Operating System Redhat Enterprise Linux 7.4 All All All

Operating System Redhat Enterprise Linux 7.5 All All All

Operating System Redhat Enterprise Linux 7.6 All All All

Operating System Redhat Enterprise Linux 6.0 All All All

Operating System Redhat Enterprise Linux 7.0 All All All

Operating System Redhat Enterprise Linux 7.4 All All All

Operating System Redhat Enterprise Linux 7.5 All All All

Operating System Redhat Enterprise Linux 7.6 All All All

Reference Source Link
Pony Mail! lists.apact
Apache HTTP Server CVE-2018-1301 Denial of Service Vulnerability BID www.secu
Pony Mail! lists.apact
Pony Mail! MLIST lists.apact
Pony Mail! MLIST lists.apack
Pony Mail! lists.apact
Pony Mail! lists.apack
Red Hat Customer Portal REDHAT access.rec
Pony Mail! MLIST lists.apack
Debian -- Security Information -- DSA-4164-1 apache2 DEBIAN www.debit
Pony Mail! lists.apact
Red Hat Customer Portal REDHAT access.rec
[R1] Tenable.sc 5.13.0 Fixes Multiple Third-Party Vulnerabilities - Security Advisory | Tenable® CONFIRM www.tenal
Pony Mail! lists.apact



http://cve.report/vendor/netapp
http://cve.report/software/netapp/clustered_data_ontap
http://cve.report/vendor/netapp
http://cve.report/software/netapp/clustered_data_ontap
http://cve.report/vendor/netapp
http://cve.report/software/netapp/santricity_cloud_connector
http://cve.report/vendor/netapp
http://cve.report/software/netapp/santricity_cloud_connector
http://cve.report/vendor/netapp
http://cve.report/software/netapp/storagegrid
http://cve.report/vendor/netapp
http://cve.report/software/netapp/storagegrid
http://cve.report/vendor/netapp
http://cve.report/software/netapp/storage_automation_store
http://cve.report/vendor/netapp
http://cve.report/software/netapp/storage_automation_store
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux
https://lists.apache.org/thread.html/rd336919f655b7ff309385e34a143e41c503e133da80414485b3abcc9%2540%253Ccvs.httpd.apache.org%253E
http://www.securityfocus.com/bid/103515
https://lists.apache.org/thread.html/rf6449464fd8b7437704c55f88361b66f12d5b5f90bcce66af4be4ba9%2540%253Ccvs.httpd.apache.org%253E
https://lists.apache.org/thread.html/r76142b8c5119df2178be7c2dba88fde552eedeec37ea993dfce68d1d@%253Ccvs.httpd.apache.org%253E
https://lists.apache.org/thread.html/rc998b18880df98bafaade071346690c2bc1444adaa1a1ea464b93f0a@%253Ccvs.httpd.apache.org%253E
https://lists.apache.org/thread.html/re3d27b6250aa8548b8845d314bb8a350b3df326cacbbfdfe4d455234%2540%253Ccvs.httpd.apache.org%253E
https://lists.apache.org/thread.html/56c2e7cc9deb1c12a843d0dc251ea7fd3e7e80293cde02fcd65286ba%2540%253Ccvs.httpd.apache.org%253E
https://access.redhat.com/errata/RHSA-2019:0366
https://lists.apache.org/thread.html/84a3714f0878781f6ed84473d1a503d2cc382277e100450209231830@%253Ccvs.httpd.apache.org%253E
https://www.debian.org/security/2018/dsa-4164
https://lists.apache.org/thread.html/r9f93cf6dde308d42a9c807784e8102600d0397f5f834890708bf6920%2540%253Ccvs.httpd.apache.org%253E
https://access.redhat.com/errata/RHSA-2018:3558
https://www.tenable.com/security/tns-2019-09
https://lists.apache.org/thread.html/84a3714f0878781f6ed84473d1a503d2cc382277e100450209231830%2540%253Ccvs.httpd.apache.org%253E

March 2018 Apache H I | P Server Vulnerabilities in NetApp Products | NetApp FProduct Security COUNFIKM  security.ne
Pony Mail! MLIST lists.apact
Pony Mail! lists.apact
Pony Mail! lists.apact
Red Hat Customer Portal REDHAT access.rec
Pony Mail! MLIST lists.apack
Pony Mail! MLIST lists.apact
USN-3937-2: Apache vulnerabilities | Ubuntu security notices UBUNTU usn.ubuntt
Pony Mail! lists.apact
Document Display | HPE Support Center CONFIRM support.hg
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Apache HTTP Server 2.4 vulnerabilities - The Apache HTTP Server Project CONFIRM httpd.apac
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NVD vulnerability detail NVD nvd.nist.gc
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

377287 Alibaba Cloud Linux Security Update for httpd (ALINUX2-SA-2020:0075)

500013 Alpine Linux Security Update for apache2
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503704 Alpine Linux Security Update for apache2
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