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Summary

CVE CVE-2018-1302

State PUBLIC

Assigner security@apache.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-03-26 15:29:00 UTC

Updated 2023-11-07 02:55:00 UTC

Description When an HTTP/2 stream was destroyed after being handled, the Apache HTTP Server prior to version 2.4.30 could have written a NULL pointer potentially to an already freed memory. The memory pools maintained by the server make this vulnerability hard to trigger in usual configurations, the reporter and the team could not reproduce it outside debug builds, so it is classified as low risk.

Risk And Classification

Problem Types: CWE-476

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Apache Http Server All All All All

Operating System Canonical Ubuntu Linux 18.04 All All All

Operating System Canonical Ubuntu Linux 18.04 All All All

Application Netapp Clustered Data Ontap - All All All

Application Netapp Clustered Data Ontap - All All All

Application Netapp Santricity Cloud Connector - All All All

Application Netapp Santricity Cloud Connector - All All All

Application Netapp Storagegrid - All All All

Application Netapp Storagegrid - All All All

Application Netapp Storage Automation Store - All All All

Application Netapp Storage Automation Store - All All All
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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