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Summary

CVE CVE-2018-1304

State PUBLIC

Assigner security@apache.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-02-28 20:29:00 UTC

Updated 2023-12-08 16:41:00 UTC

Description The URL pattern of "" (the empty string) which exactly maps to the context root was not correctly handled in Apache Tomcat 9.0.0.M1 to 9.0.4, 8.5.0 to 8.5.27, 8.0.0.RC1 to 8.0.49 and 7.0.0 to 7.0.84 when used as part of a security constraint definition. This caused the constraint to be ignored. It was, therefore, possible for unauthorised users to gain access to web application resources that should have been protected. Only security constraints with a URL pattern of the empty string were affected.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Apache Tomcat 8.0.0 rc1 All All

Application Apache Tomcat 9.0.0 m1 All All

Application Apache Tomcat 9.0.0 m10 All All

Application Apache Tomcat 9.0.0 m11 All All

Application Apache Tomcat 9.0.0 m12 All All

Application Apache Tomcat 9.0.0 m13 All All

Application Apache Tomcat 9.0.0 m14 All All

Application Apache Tomcat 9.0.0 m15 All All

Application Apache Tomcat 9.0.0 m16 All All

Application Apache Tomcat 9.0.0 m17 All All

Application Apache Tomcat 9.0.0 m18 All All

Application Apache Tomcat 9.0.0 m19 All All

Application Apache Tomcat 9.0.0 m2 All All

Application Apache Tomcat 9.0.0 m20 All All

Application Apache Tomcat 9.0.0 m21 All All

Application Apache Tomcat 9.0.0 m22 All All

Application Apache Tomcat 9.0.0 m23 All All
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Application Apache Tomcat 9.0.0 m23 All All

Application Apache Tomcat 9.0.0 m24 All All

Application Apache Tomcat 9.0.0 m25 All All

Application Apache Tomcat 9.0.0 m26 All All

Application Apache Tomcat 9.0.0 m27 All All

Application Apache Tomcat 9.0.0 m3 All All

Application Apache Tomcat 9.0.0 m4 All All

Application Apache Tomcat 9.0.0 m5 All All

Application Apache Tomcat 9.0.0 m6 All All

Application Apache Tomcat 9.0.0 m7 All All

Application Apache Tomcat 9.0.0 m8 All All

Application Apache Tomcat 9.0.0 m9 All All

Application Apache Tomcat 9.0.0 milestone1 All All

Application Apache Tomcat 9.0.0 milestone10 All All

Application Apache Tomcat 9.0.0 milestone11 All All

Application Apache Tomcat 9.0.0 milestone12 All All

Application Apache Tomcat 9.0.0 milestone13 All All

Application Apache Tomcat 9.0.0 milestone14 All All

Application Apache Tomcat 9.0.0 milestone15 All All

Application Apache Tomcat 9.0.0 milestone16 All All

Application Apache Tomcat 9.0.0 milestone17 All All

Application Apache Tomcat 9.0.0 milestone18 All All

Application Apache Tomcat 9.0.0 milestone19 All All

Application Apache Tomcat 9.0.0 milestone2 All All

Application Apache Tomcat 9.0.0 milestone20 All All

Application Apache Tomcat 9.0.0 milestone21 All All

Application Apache Tomcat 9.0.0 milestone22 All All

Application Apache Tomcat 9.0.0 milestone23 All All

Application Apache Tomcat 9.0.0 milestone24 All All

Application Apache Tomcat 9.0.0 milestone25 All All

Application Apache Tomcat 9.0.0 milestone26 All All

Application Apache Tomcat 9.0.0 milestone27 All All

Application Apache Tomcat 9.0.0 milestone3 All All

Application Apache Tomcat 9.0.0 milestone4 All All

Application Apache Tomcat 9.0.0 milestone5 All All

Application Apache Tomcat 9.0.0 milestone6 All All

http://cve.report/vendor/apache
http://cve.report/software/apache/tomcat
http://cve.report/vendor/apache
http://cve.report/software/apache/tomcat
http://cve.report/vendor/apache
http://cve.report/software/apache/tomcat
http://cve.report/vendor/apache
http://cve.report/software/apache/tomcat
http://cve.report/vendor/apache
http://cve.report/software/apache/tomcat
http://cve.report/vendor/apache
http://cve.report/software/apache/tomcat
http://cve.report/vendor/apache
http://cve.report/software/apache/tomcat
http://cve.report/vendor/apache
http://cve.report/software/apache/tomcat
http://cve.report/vendor/apache
http://cve.report/software/apache/tomcat
http://cve.report/vendor/apache
http://cve.report/software/apache/tomcat
http://cve.report/vendor/apache
http://cve.report/software/apache/tomcat
http://cve.report/vendor/apache
http://cve.report/software/apache/tomcat
http://cve.report/vendor/apache
http://cve.report/software/apache/tomcat
http://cve.report/vendor/apache
http://cve.report/software/apache/tomcat
http://cve.report/vendor/apache
http://cve.report/software/apache/tomcat
http://cve.report/vendor/apache
http://cve.report/software/apache/tomcat
http://cve.report/vendor/apache
http://cve.report/software/apache/tomcat
http://cve.report/vendor/apache
http://cve.report/software/apache/tomcat
http://cve.report/vendor/apache
http://cve.report/software/apache/tomcat
http://cve.report/vendor/apache
http://cve.report/software/apache/tomcat
http://cve.report/vendor/apache
http://cve.report/software/apache/tomcat
http://cve.report/vendor/apache
http://cve.report/software/apache/tomcat
http://cve.report/vendor/apache
http://cve.report/software/apache/tomcat
http://cve.report/vendor/apache
http://cve.report/software/apache/tomcat
http://cve.report/vendor/apache
http://cve.report/software/apache/tomcat
http://cve.report/vendor/apache
http://cve.report/software/apache/tomcat
http://cve.report/vendor/apache
http://cve.report/software/apache/tomcat
http://cve.report/vendor/apache
http://cve.report/software/apache/tomcat
http://cve.report/vendor/apache
http://cve.report/software/apache/tomcat
http://cve.report/vendor/apache
http://cve.report/software/apache/tomcat
http://cve.report/vendor/apache
http://cve.report/software/apache/tomcat
http://cve.report/vendor/apache
http://cve.report/software/apache/tomcat
http://cve.report/vendor/apache
http://cve.report/software/apache/tomcat
http://cve.report/vendor/apache
http://cve.report/software/apache/tomcat
http://cve.report/vendor/apache
http://cve.report/software/apache/tomcat


Application Apache Tomcat 9.0.0 milestone7 All All

Application Apache Tomcat 9.0.0 milestone8 All All

Application Apache Tomcat 9.0.0 milestone9 All All

Application Apache Tomcat 8.0.0 rc1 All All

Application Apache Tomcat 9.0.0 m1 All All

Application Apache Tomcat 9.0.0 m10 All All

Application Apache Tomcat 9.0.0 m11 All All

Application Apache Tomcat 9.0.0 m12 All All

Application Apache Tomcat 9.0.0 m13 All All

Application Apache Tomcat 9.0.0 m14 All All

Application Apache Tomcat 9.0.0 m15 All All

Application Apache Tomcat 9.0.0 m16 All All

Application Apache Tomcat 9.0.0 m17 All All

Application Apache Tomcat 9.0.0 m18 All All

Application Apache Tomcat 9.0.0 m19 All All

Application Apache Tomcat 9.0.0 m2 All All

Application Apache Tomcat 9.0.0 m20 All All

Application Apache Tomcat 9.0.0 m21 All All

Application Apache Tomcat 9.0.0 m22 All All

Application Apache Tomcat 9.0.0 m23 All All

Application Apache Tomcat 9.0.0 m24 All All

Application Apache Tomcat 9.0.0 m25 All All

Application Apache Tomcat 9.0.0 m26 All All

Application Apache Tomcat 9.0.0 m27 All All

Application Apache Tomcat 9.0.0 m3 All All

Application Apache Tomcat 9.0.0 m4 All All

Application Apache Tomcat 9.0.0 m5 All All

Application Apache Tomcat 9.0.0 m6 All All

Application Apache Tomcat 9.0.0 m7 All All

Application Apache Tomcat 9.0.0 m8 All All

Application Apache Tomcat 9.0.0 m9 All All

Application Apache Tomcat All All All All

Application Apache Tomcat All All All All

Application Apache Tomcat All All All All

Application Apache Tomcat All All All All

Operating System Canonical Ubuntu Linux 14.04 All All All
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Operating System Canonical Ubuntu Linux 14.04 All All All

Operating System Canonical Ubuntu Linux 16.04 All All All

Operating System Canonical Ubuntu Linux 17.10 All All All

Operating System Canonical Ubuntu Linux 18.04 All All All

Operating System Canonical Ubuntu Linux 14.04 All All All

Operating System Canonical Ubuntu Linux 16.04 All All All

Operating System Canonical Ubuntu Linux 17.10 All All All

Operating System Canonical Ubuntu Linux 18.04 All All All

Operating System Debian Debian Linux 7.0 All All All

Operating System Debian Debian Linux 8.0 All All All

Operating System Debian Debian Linux 9.0 All All All

Operating System Debian Debian Linux 7.0 All All All

Operating System Debian Debian Linux 8.0 All All All

Operating System Debian Debian Linux 9.0 All All All

Application Oracle Fusion Middleware 12.2.1.3.0 All All All

Application Oracle Fusion Middleware 12.2.1.3.0 All All All

Application Oracle Hospitality Guest Access 4.2.0 All All All

Application Oracle Hospitality Guest Access 4.2.1 All All All

Application Oracle Hospitality Guest Access 4.2.0 All All All

Application Oracle Hospitality Guest Access 4.2.1 All All All

Application Oracle Micros Relate Crm Software 11.4 All All All

Application Oracle Micros Relate Crm Software 11.4 All All All

Application Oracle Secure Global Desktop 5.3 All All All

Application Oracle Secure Global Desktop 5.4 All All All

Application Oracle Secure Global Desktop 5.3 All All All

Application Oracle Secure Global Desktop 5.4 All All All

Operating System Redhat Enterprise Linux 6.0 All All All

Operating System Redhat Enterprise Linux 7.0 All All All

Operating System Redhat Enterprise Linux 6.0 All All All

Operating System Redhat Enterprise Linux 7.0 All All All

Application Redhat Jboss Enterprise Application Platform 6 All All All

Application Redhat Jboss Enterprise Application Platform 6.4 All All All

Application Redhat Jboss Enterprise Application Platform 6 All All All

Application Redhat Jboss Enterprise Application Platform 6.4 All All All

Application Redhat Jboss Enterprise Web Server 3.0.0 All All All

Application Redhat Jboss Enterprise Web Server 3.0.0 All All All
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Application Redhat Jboss Middleware 1 All All All

Application Redhat Jboss Middleware 1 All All All
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CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

690607 Free Berkeley Software Distribution (FreeBSD) Security Update for tomcat (55c4233e-1844-11e8-a712-0025908740c2)

981252 Java (maven) Security Update for org.apache.tomcat.embed:tomcat-embed-core (GHSA-6rxj-58jh-436r)
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