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CVE CVE-2018-13094
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-07-03 10:29:00 UTC
Updated 2019-04-23 17:29:00 UTC
Description An issue was discovered in fs/xfs/libxfs/xfs_attr_leaf.c in the Linux kernel through 4.17.3. An OOPS may occur for a corrupt

/ |

1|

Risk And Classification

Problem Types: CWE-476

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Canonical Ubuntu Linux 14.04 All All All

Operating System Canonical Ubuntu Linux 16.04 All All All

Operating System Canonical Ubuntu Linux 18.04 All All All

Operating System Canonical Ubuntu Linux 14.04 All All All

Operating System Canonical Ubuntu Linux 16.04 All All All

Operating System Canonical Ubuntu Linux 18.04 All All All

Operating System Linux Linux Kernel All All All All

Reference Source Link
USN-3752-1: Linux kernel vulnerabilities | Ubuntu security notices | Ubuntu UBUNTU  usn.ubuntu.com
Red Hat Customer Portal REDHAT  access.redhat.cor
USN-3752-2: Linux kernel (HWE) vulnerabilities | Ubuntu security notices | Ubuntu UBUNTU  usn.ubuntu.com
xfs: don't call xfs_da_shrink_inode with NULL bp - torvalds/linux@bb3d48d - GitHub MISC github.com
xfs/xfs-linux.git - XFS kernel development tree MISC git.kernel.org

Red Hat Customer Portal REDHAT  access.redhat.con
[SECURITY] [DLA 2114-1] linux-4.9 security update MLIST lists.debian.org
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https://lists.debian.org/debian-lts-announce/2020/03/msg00001.html

199969 — NULL pointer dereference in xfs_trans_binval() when mounting and operating a crafted xfs image
USN-3752-3: Linux kernel (Azure, GCP, OEM) vulnerabilities | Ubuntu security notices | Ubuntu
USN-3754-1: Linux kernel vulnerabilities | Ubuntu security notices | Ubuntu

USN-3753-1: Linux kernel vulnerabilities | Ubuntu security notices | Ubuntu

USN-3753-2: Linux kernel (Xenial HWE) vulnerabilities | Ubuntu security notices | Ubuntu

Red Hat Customer Portal
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No vendor comments have been submitted for this CVE.
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Legacy QID Mappings

353100 Amazon Linux Security Advisory for kernel : ALAC2012-2021-024

353101 Amazon Linux Security Advisory for kmod-mIx5 : ALAC2012-2021-025

353102 Amazon Linux Security Advisory for kmod-sfc : ALAC2012-2021-026
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