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assamvnncnerLumsucnnan — Gertain versions of Dv2210 from Adbglobal contain the following

C vulnerability:

CVE-2018-13110 has been assigned by [¥] cve@mitre.org to track the vulnerability - currently rated as m severity.

All ADB broadband gateways / routers based on the Epicentro platform
are affected by a privilege escalation vulnerability where attackers can
gain access to the command line interface (CLlI) if previously disabled
by the ISP, escalate their privileges, and perform further attacks.

CVSS3 Score: 7.5-HIGH

Attack Attack Privileges User
Vector Complexity Required Interaction
HiGH [ NONE |
Scope Confidentiality Integrity Availability
Impact Impact Impact

CVSS2 Score: 8.5-HIGH

Access Access Authentication
Vector Complexity

Confidentiality Integrity Availability
Impact Impact Impact

CVE References

Description Tags Link

Full Disclosure: SEC Consult SA-20180704-2 :: Privilege | Exploit | &3 FULLDISC 20180704 SEC Consult SA-

escalation via linux group manipulation in all ADB 20180704-2 :: Privilege escalation via linux group

Broadband Gateways / Routers manipulation in all ADB Broadband Gateways /
Routers


https://cve.report/
https://cve.report/CVE-2018-13110/mitre
https://cve.report/CVE-2018-13110/nist
https://cve.report/CVE-2018-13110/cve_org
https://cve.report/CVE-2018-13110.pdf
http://cve.report/software/adbglobal/dv2210
http://cve.report/vendor/adbglobal
http://cve.report/cvsscalc.php
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
http://seclists.org/fulldisclosure/2018/Jul/19

SecurityFocus Third Party Advisory () BUGTRAQ 20180704 SEC Consult SA-
VDB Entry 20180704-2 :: Privilege escalation via linux group
www.securityfocus.com manipulation in all ADB Broadband Gateways /
text/html Routers

ADB Group Manipulation Privilege Escalation ~ Packet [ MISC

Storm Third Party Advisory packetstormsecurity.com/files/148430/ADB-Group-
VDB Entry Manipulation-Privilege-Escalation.html

packetstormsecurity.com
text/html

Privilege escalation via linux group manipulation in all ADB ¥ MISC www.sec-

Broadband Gateways — SEC Consult Third Party Advisory consult.com/en/blog/advisories/privilege-
www.sec-consult.com escalation-via-linux-group-manipulation-in-all-adb-
text/html broadband-gateways-routers/

ADB Broadband Gateways / Routers - Privilege Escalation - % EXPLOIT-DB 44984
Hardware local Exploit Third Party Advisory

VDB Entry

www.exploit-db.com

Proof of Concept

text/html

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Hardware 5 A Adbglobal Dv2210 - All All All
Hardware 5 A Adbglobal Dv2210 - All All All
Operating Adbglobal Dv2210 Firmware - All All All
System

Operating Adbglobal Dv2210 Firmware - All All All
System

Hardware & A Adbglobal Prg Av4202n - All All All
Hardware = A Adbglobal Prg Av4202n - All All All
Operating Adbglobal Prg Av4202n Firmware - All All All
System

Operating Adbglobal Prg Av4202n Firmware - All All All
System

Hardware = [ Adbglobal Vv2220 - All All All
Hardware = [ Adbglobal Vv2220 - All All All
Operating Adbglobal Vv2220 Firmware - All All All
System

Operatina Adbalobal Vv2220 Firmware - All All All


http://www.securityfocus.com/archive/1/542118/100/0/threaded
http://packetstormsecurity.com/files/148430/ADB-Group-Manipulation-Privilege-Escalation.html
https://www.sec-consult.com/en/blog/advisories/privilege-escalation-via-linux-group-manipulation-in-all-adb-broadband-gateways-routers/
https://www.exploit-db.com/exploits/44984/
mailto:%20comment@cve.report
https://device.report/adbglobal/dv2210
http://cve.report/vendor/adbglobal
http://cve.report/software/adbglobal/dv2210
https://device.report/adbglobal/dv2210
http://cve.report/vendor/adbglobal
http://cve.report/software/adbglobal/dv2210
http://cve.report/vendor/adbglobal
http://cve.report/software/adbglobal/dv2210_firmware
http://cve.report/vendor/adbglobal
http://cve.report/software/adbglobal/dv2210_firmware
https://device.report/adbglobal/prg-av4202n
http://cve.report/vendor/adbglobal
http://cve.report/software/adbglobal/prg_av4202n
https://device.report/adbglobal/prg-av4202n
http://cve.report/vendor/adbglobal
http://cve.report/software/adbglobal/prg_av4202n
http://cve.report/vendor/adbglobal
http://cve.report/software/adbglobal/prg_av4202n_firmware
http://cve.report/vendor/adbglobal
http://cve.report/software/adbglobal/prg_av4202n_firmware
https://device.report/adbglobal/vv2220
http://cve.report/vendor/adbglobal
http://cve.report/software/adbglobal/vv2220
https://device.report/adbglobal/vv2220
http://cve.report/vendor/adbglobal
http://cve.report/software/adbglobal/vv2220
http://cve.report/vendor/adbglobal
http://cve.report/software/adbglobal/vv2220_firmware
http://cve.report/vendor/adbglobal
http://cve.report/software/adbglobal/vv2220_firmware

System

Hardware = >4 Adbglobal Vv5522 - All All All
Hardware &= [ Adbglobal Vv5522 - All All All
Operating Adbglobal Vv5522 Firmware - All All All
System
Operating Adbglobal Vv5522 Firmware - All All All
System

e_akukak kKKK,

cpe:2.3:0:adbglobal:vv2220_firmware:-:*:*:**:*:*:*:

e_akuk kKKK Lk,

cpe:2.3:0:adbglobal:vv2220_firmware:-:*:*:**:*:*:*:

e_akukuk kKKK,

cpe:2.3:0:adbglobal:vv5522_firmware:-:*:*:****:*:

e_akuk kKoK oKk,

cpe:2.3:0:adbglobal:vv5522_firmware:-:*:**:***:*:

No vendor comments have been submitted for this CVE
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