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In Apache httpd 2.2.0 to 2.4.29, when generating an HTTP Digest authentication challenge, the nonce sent to prevent reply
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CVE Program record

NVD vulnerability detail
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

377424 Alibaba Cloud Linux Security Update for httpd (ALINUX2-SA-2019:0047)
500013 Alpine Linux Security Update for apache2

503704 Alpine Linux Security Update for apache2



https://lists.apache.org/thread.html/re3d27b6250aa8548b8845d314bb8a350b3df326cacbbfdfe4d455234@%253Ccvs.httpd.apache.org%253E
https://lists.apache.org/thread.html/r76142b8c5119df2178be7c2dba88fde552eedeec37ea993dfce68d1d%2540%253Ccvs.httpd.apache.org%253E
https://lists.apache.org/thread.html/rfcf929bd33a6833e3f0c35eebdad70d5060665f9c4e17ea467c66770%2540%253Ccvs.httpd.apache.org%253E
https://access.redhat.com/errata/RHSA-2019:0367
https://lists.apache.org/thread.html/rfcf929bd33a6833e3f0c35eebdad70d5060665f9c4e17ea467c66770@%253Ccvs.httpd.apache.org%253E
https://lists.apache.org/thread.html/56c2e7cc9deb1c12a843d0dc251ea7fd3e7e80293cde02fcd65286ba@%253Ccvs.httpd.apache.org%253E
https://usn.ubuntu.com/3937-2/
https://lists.apache.org/thread.html/re473305a65b4db888e3556e4dae10c2a04ee89dcff2e26ecdbd860a9@%253Ccvs.httpd.apache.org%253E
http://www.securityfocus.com/bid/103524
https://lists.apache.org/thread.html/r06f0d87ebb6d59ed8379633f36f72f5b1f79cadfda72ede0830b42cf%2540%253Ccvs.httpd.apache.org%253E
https://support.hpe.com/hpsc/doc/public/display?docLocale=en_US&docId=emr_na-hpesbux03909en_us
https://usn.ubuntu.com/3627-2/
https://lists.debian.org/debian-lts-announce/2018/05/msg00020.html
https://usn.ubuntu.com/3627-1/
https://lists.apache.org/thread.html/r15f9aa4427581a1aecb4063f1b4b983511ae1c9935e2a0a6876dad3c%2540%253Ccvs.httpd.apache.org%253E
https://lists.apache.org/thread.html/r06f0d87ebb6d59ed8379633f36f72f5b1f79cadfda72ede0830b42cf@%253Ccvs.httpd.apache.org%253E
https://httpd.apache.org/security/vulnerabilities_24.html
https://lists.apache.org/thread.html/rf6449464fd8b7437704c55f88361b66f12d5b5f90bcce66af4be4ba9@%253Ccvs.httpd.apache.org%253E
https://lists.apache.org/thread.html/rd336919f655b7ff309385e34a143e41c503e133da80414485b3abcc9@%253Ccvs.httpd.apache.org%253E
https://lists.apache.org/thread.html/rd18c3c43602e66f9cdcf09f1de233804975b9572b0456cc582390b6f%2540%253Ccvs.httpd.apache.org%253E
https://lists.apache.org/thread.html/r15f9aa4427581a1aecb4063f1b4b983511ae1c9935e2a0a6876dad3c@%253Ccvs.httpd.apache.org%253E
https://lists.apache.org/thread.html/r9f93cf6dde308d42a9c807784e8102600d0397f5f834890708bf6920@%253Ccvs.httpd.apache.org%253E
https://access.redhat.com/errata/RHSA-2019:1898
https://lists.apache.org/thread.html/rc998b18880df98bafaade071346690c2bc1444adaa1a1ea464b93f0a%2540%253Ccvs.httpd.apache.org%253E
https://lists.apache.org/thread.html/rd18c3c43602e66f9cdcf09f1de233804975b9572b0456cc582390b6f@%253Ccvs.httpd.apache.org%253E
https://www.cve.org/CVERecord?id=CVE-2018-1312
https://nvd.nist.gov/vuln/detail/CVE-2018-1312
http://cve.report/qid/377424
http://cve.report/qid/500013
http://cve.report/qid/503704

© CVE.report 2026 |

Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY

consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.

CVE.report and Source URL Uptime Status status.cve.report


https://cve.report/
https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
http://cve.report/mitre_license.txt
https://status.cve.report

	CVE-2018-1312
	Summary
	Risk And Classification
	NVD Known Affected Configurations (CPE 2.3)
	References
	Legacy QID Mappings


