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Summary

CVE CVE-2018-1316

State PUBLIC

Assigner security@apache.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-03-05 14:29:00 UTC

Updated 2023-11-07 02:55:00 UTC

Description The ODE process deployment web service was sensible to deployment messages with forged names. Using a path for the name was allowing directory traversal, resulting in the potential writing of files under unwanted locations, the overwriting of existing files or their deletion. This issue was addressed in Apache ODE 1.3.3 which was released in 2009, however the incorrect name CVE-2008-2370 was used on the advisory by mistake.

Risk And Classification

Problem Types: CWE-22

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Apache Ode 1.0 incubating All All

Application Apache Ode 1.0 rc1-incubating All All

Application Apache Ode 1.0 rc2-incubating All All

Application Apache Ode 1.0 rc3-incubating All All

Application Apache Ode 1.0 rc4-incubating All All

Application Apache Ode 1.1 rc1 All All

Application Apache Ode 1.1 rc2 All All

Application Apache Ode 1.1 rc3 All All

Application Apache Ode 1.1 rc4 All All

Application Apache Ode 1.1 rc5 All All

Application Apache Ode 1.1.1 rc1 All All

Application Apache Ode 1.0 incubating All All

Application Apache Ode 1.0 rc1-incubating All All

Application Apache Ode 1.0 rc2-incubating All All

Application Apache Ode 1.0 rc3-incubating All All

Application Apache Ode 1.0 rc4-incubating All All

Application Apache Ode 1.1 rc1 All All
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Application Apache Ode 1.1 rc1 All All

Application Apache Ode 1.1 rc2 All All

Application Apache Ode 1.1 rc3 All All

Application Apache Ode 1.1 rc4 All All

Application Apache Ode 1.1 rc5 All All

Application Apache Ode 1.1.1 rc1 All All

Application Apache Ode All All All All

References

Reference Source Link Tags

Pony Mail! MLIST lists.apache.org Vendor Advisory

[ANNOUNCE] Apache ODE 1.3.3 MLIST mail-archives.apache.org Vendor Advisory

Pony Mail! lists.apache.org

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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