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Summary

CVE CVE-2018-13300

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-07-05 17:29:00 UTC

Updated 2021-01-04 18:15:00 UTC

Description In FFmpeg 3.2 and 4.0.1, an improper argument (AVCodecParameters) passed to the avpriv_request_sample function in the handle_eac3 function in libavformat/movenc.c may trigger an out-of-array read while converting a crafted AVI file to MPEG4, leading to a denial of service and possibly an information disclosure.

Risk And Classification

Problem Types: CWE-125

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Debian Debian Linux 9.0 All All All

Operating System Debian Debian Linux 9.0 All All All

Application Ffmpeg Ffmpeg 4.0.1 All All All

Application Ffmpeg Ffmpeg 4.0.1 All All All

References

Reference Source Link

FFmpeg Multiple Denial of Service Vulnerabilities BID www.securityfocus.com

avformat/movenc: Do not pass AVCodecParameters in avpriv_request_sample · FFmpeg/FFmpeg@e6d3fd9 · GitHub MISC github.com

Debian -- Security Information -- DSA-4249-1 ffmpeg DEBIAN www.debian.org

avformat/movenc: Do not pass AVCodecParameters in avpriv_request_sample · FFmpeg/FFmpeg@95556e2 · GitHub MISC github.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.
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CVE.report and Source URL Uptime Status status.cve.report

500898 Alpine Linux Security Update for ffmpeg

502268 Alpine Linux Security Update for ffmpeg4

504741 Alpine Linux Security Update for ffmpeg

504759 Alpine Linux Security Update for ffmpeg4
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