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CVE CVE-2018-1331
State PUBLIC
Assigner security@apache.org

/

Source Priority CVE Program / NVD first with legacy fallback

Risk And Classification

Published 2018-07-10 17:29:00 UTC
Updated 2019-10-03 00:03:00 UTC
Description In Apache Storm 0.10.0 through 0.10.2, 1.0.0 through 1.0.6, 1.1.0 through 1.1.2, and 1.2.0 through 1.2.1, an attacker with a

1|

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product

Application Apache Storm

Application Apache Storm

Application Apache Storm

Application Apache Storm
References

Reference

Storm 1.1.3 Released
Malformed Request

Storm 1.2.2 Released
CVE Program record

NVD vulnerability detail

1]

Version

All

All

All

All

Update Edition
All All
All All
All All
All All

oss-security - CVE-2018-1331: Apache Storm remote code execution vulnerability

Language

All

All

All

All

Apache Storm Unspecified Flaw Lets Remote Authenticated Users on a Storm Cluster Execute Arbitrary Code as Different Users - SecurityTr:

Wﬂ

No vendor comments have been submitted for this CVE.
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Legacy QID Mappings

980964 Java (maven) Security Update for org.apache.storm:storm-core (GHSA-p8jx-x2vw-wm33)
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