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Summary

CVE CVE-2018-1333

State PUBLIC

Assigner security@apache.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-06-18 18:29:00 UTC

Updated 2023-11-07 02:55:00 UTC

Description By specially crafting HTTP/2 requests, workers would be allocated 60 seconds longer than necessary, leading to worker exhaustion and a denial of service. Fixed in Apache HTTP Server 2.4.34 (Affected 2.4.18-2.4.30,2.4.33).

Risk And Classification

Problem Types: CWE-400

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Apache Http Server 2.4.33 All All All

Application Apache Http Server 2.4.33 All All All

Application Apache Http Server All All All All

Operating System Canonical Ubuntu Linux 18.04 All All All

Operating System Canonical Ubuntu Linux 18.04 All All All

Application Netapp Cloud Backup - All All All

Application Netapp Cloud Backup - All All All

Application Netapp Storage Automation Store - All All All

Application Netapp Storage Automation Store - All All All

Operating System Redhat Enterprise Linux 6.0 All All All

Operating System Redhat Enterprise Linux 7.0 All All All

Operating System Redhat Enterprise Linux 6.0 All All All

Operating System Redhat Enterprise Linux 7.0 All All All

Application Redhat Jboss Core Services 1.0 All All All

Application Redhat Jboss Core Services 1.0 All All All
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NVD vulnerability detail

Vendor Comments And Credit

Discovery Credit

LEGACY: The issue was discovered by Craig Young of Tripwire VERT.

Legacy QID Mappings
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CVE.report and Source URL Uptime Status status.cve.report

500014 Alpine Linux Security Update for apache2

503705 Alpine Linux Security Update for apache2

https://nvd.nist.gov/vuln/detail/CVE-2018-1333
http://cve.report/qid/500014
http://cve.report/qid/503705
https://cve.report/
https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
http://cve.report/mitre_license.txt
https://cve.report/api
https://status.cve.report

	CVE-2018-1333
	Summary
	Risk And Classification
	NVD Known Affected Configurations (CPE 2.3)
	References
	Vendor Comments And Credit
	Discovery Credit

	Legacy QID Mappings


