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CVE CVE-2018-13347

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-07-06 00:29:00 UTC

Updated 2020-07-31 13:15:00 UTC

Description mpatch.c in Mercurial before 4.6.1 mishandles integer addition and subtraction, aka OVE-20180430-0002.

Risk And Classification

Problem Types: CWE-190

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Mercurial Mercurial All All All All
Application Mercurial Mercurial All All All All

Reference Source Link Tags

Mercurial: 1acfc35d478c MISC www.mercurial-scm.org  Patch, Vendor Advisory

Red Hat Customer Portal REDHAT  access.redhat.com

[SECURITY] [DLA 2293-1] mercurial security update MLIST lists.debian.org

hg-committed: searching for modifies("mercurial/mpatch.c") and 4.5:: MISC www.mercurial-scm.org  Patch, Vendor Advisory
WhatsNew - Mercurial MISC www.mercurial-scm.org  Release Notes, Vendor Advisol
CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

4] EEl

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

377305 Alibaba Cloud Linux Security Update for mercurial (ALINUX2-SA-2019:0077)
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https://cve.report/CVE-2018-13347.pdf
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http://cve.report/software/mercurial/mercurial
http://cve.report/vendor/mercurial
http://cve.report/software/mercurial/mercurial
https://www.mercurial-scm.org/repo/hg/rev/1acfc35d478c
https://access.redhat.com/errata/RHSA-2019:2276
https://lists.debian.org/debian-lts-announce/2020/07/msg00032.html
https://www.mercurial-scm.org/repo/hg-committed/log?rev=modifies%2528%2522mercurial%252Fmpatch.c%2522%2529+and+4.5%253A%253A
https://www.mercurial-scm.org/wiki/WhatsNew#Mercurial_4.6.1_.282018-06-06.29
https://www.cve.org/CVERecord?id=CVE-2018-13347
https://nvd.nist.gov/vuln/detail/CVE-2018-13347
http://cve.report/qid/377305
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