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CVE CVE-2018-1335
State PUBLIC
Assigner security@apache.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-04-25 21:29:00 UTC
Updated 2023-11-07 02:55:00 UTC
Description From Apache Tika versions 1.7 to 1.17, clients could send carefully crafted headers to tika-server that could be used to inje

/ |

1|

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Apache Tika All All All All

Application Apache Tika All All All All

Reference Source Link Tags

Red Hat Customer Portal REDHAT access.redhat.com

Pony Mail! MLIST lists.apache.org Mailing List, Vendor .
Apache Tika 1.17 Header Command Injection = Packet Storm MISC packetstormsecurity.com

Pony Mail! lists.apache.org

Malformed Request BID www.securityfocus.com  Third Party Advisory.
Apache Tika-server < 1.18 - Command Injection - Windows remote Exploit EXPLOIT-DB  www.exploit-db.com Exploit, Third Party #
CVE Program record CVE.ORG WWw.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis
A

No vendor comments have been submitted for this CVE.

Legacy QID Mappings


https://cve.report/
https://cve.report/CVE-2018-1335/mitre
https://cve.report/CVE-2018-1335/nist
https://cve.report/CVE-2018-1335/cve_org
https://cve.report/api/cve/CVE-2018-1335.json
https://cve.report/CVE-2018-1335.pdf
http://cve.report/vendor/apache
http://cve.report/software/apache/tika
http://cve.report/vendor/apache
http://cve.report/software/apache/tika
https://access.redhat.com/errata/RHSA-2019:3140
https://lists.apache.org/thread.html/b3ed4432380af767effd4c6f27665cc7b2686acccbefeb9f55851dca@%253Cdev.tika.apache.org%253E
http://packetstormsecurity.com/files/153864/Apache-Tika-1.17-Header-Command-Injection.html
https://lists.apache.org/thread.html/b3ed4432380af767effd4c6f27665cc7b2686acccbefeb9f55851dca%2540%253Cdev.tika.apache.org%253E
http://www.securityfocus.com/bid/104001
https://www.exploit-db.com/exploits/46540/
https://www.cve.org/CVERecord?id=CVE-2018-1335
https://nvd.nist.gov/vuln/detail/CVE-2018-1335

981146 Java (maven) Security Update for org.apache.tika:tika-core (GHSA-9r24-gp44-h3pm)
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