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CVE CVE-2018-1336
State PUBLIC
Assigner security@apache.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-08-02 14:29:00 UTC
Updated 2023-12-08 16:41:00 UTC
Description An improper handing of overflow in the UTF-8 decoder with supplementary characters can lead to an infinite loop in the dec

/ |

1|

Risk And Classification

Problem Types: CWE-835

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Apache Tomcat 8.0.0 rcl All All
Application Apache Tomcat 8.0.0 rc10 All All
Application Apache Tomcat 8.0.0 rc2 All All
Application Apache Tomcat 8.0.0 rc3 All All
Application Apache Tomcat 8.0.0 rc4 All All
Application Apache Tomcat 8.0.0 rc5 All All
Application Apache Tomcat 8.0.0 rcé All All
Application Apache Tomcat 8.0.0 rc7 All All
Application Apache Tomcat 8.0.0 rc8 All All
Application Apache Tomcat 8.0.0 rc9 All All
Application Apache Tomcat 9.0.0 m10 All All
Application Apache Tomcat 9.0.0 m11 All All
Application Apache Tomcat 9.0.0 mi2 All All
Application Apache Tomcat 9.0.0 m13 All All
Application Apache Tomcat 9.0.0 mi4 All All
Application Apache Tomcat 9.0.0 m15 All All
Application Apache Tomcat 9.0.0 m16 All All
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Operating System Debian Debian Linux 8.0 All All Al
Operating System Debian Debian Linux 9.0 All All All
Operating System Redhat Enterprise Linux 6.0 All All All
Operating System Redhat Enterprise Linux 7.0 All All All
Operating System Redhat Enterprise Linux 6.0 All All All
Operating System Redhat Enterprise Linux 7.0 All All All
Operating System Redhat Enterprise Linux Desktop 7.0 All All All
Operating System Redhat Enterprise Linux Desktop 7.0 All All All
Operating System Redhat Enterprise Linux Server 7.0 All All All
Operating System Redhat Enterprise Linux Server 7.0 All All All
Operating System Redhat Enterprise Linux Workstation 7.0 All All All
Operating System Redhat Enterprise Linux Workstation 7.0 All All All
Application Redhat Jboss Enterprise Application Platform 6.0.0 All All All
Application Redhat Jboss Enterprise Application Platform 6.4.0 All All All
Application Redhat Jboss Enterprise Application Platform 6.0.0 All All All
Application Redhat Jboss Enterprise Application Platform 6.4.0 All All All
Application Redhat Jboss Enterprise Web Server 3.0.0 All All All
Application Redhat Jboss Enterprise Web Server 5.0.0 All All All
Application Redhat Jboss Enterprise Web Server 3.0.0 All All All
Application Redhat Jboss Enterprise Web Server 5.0.0 All All All
Reference Source Link
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

981003 Java (maven) Security Update for org.apache.tomcat.embed:tomcat-embed-core (GHSA-m59c-jpc8-m2x4)
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