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Summary

CVE CVE-2018-13404

State PUBLIC

Assigner security@atlassian.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-02-13 18:29:00 UTC

Updated 2022-03-25 17:22:00 UTC

Description The VerifyPopServerConnection resource in Atlassian Jira before version 7.6.10, from version 7.7.0 before version 7.7.5, from version 7.8.0 before version 7.8.5, from version 7.9.0 before version 7.9.3, from version 7.10.0 before version 7.10.3, from version 7.11.0 before version 7.11.3, from version 7.12.0 before version 7.12.3, and from version 7.13.0 before version 7.13.1 allows remote attackers who have administrator rights to determine the existence of internal hosts & open ports and in some cases obtain service information from internal network resources via a Server Side Request Forgery (SSRF) vulnerability.

Risk And Classification

Problem Types: CWE-918

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Atlassian Jira All All All All

Application Atlassian Jira All All All All

Application Atlassian Jira All All All All

Application Atlassian Jira All All All All

Application Atlassian Jira All All All All

Application Atlassian Jira Server All All All All

Application Atlassian Jira Server All All All All

Application Atlassian Jira Server All All All All

Application Atlassian Jira Server All All All All

References

Reference

[JRASERVER-68527] The VerifyPopServerConnection resource was vulnerable to SSRF - CVE-2018-13404 - Create and track feature requests for Atlassian products.

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.
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