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The inode_init_owner function in fs/inode.c in the Linux kernel through 3.16 allows local users to create files with an uninter
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Fix up non-directory creation in SGID directories - torvalds/linux@0fa3ecd - GitHub
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257226 CentOS Security Update for kernel (CESA-2023:1091)

282383 Fedora Security Update for gemu (FEDORA-2022-3260c34473)

282444 Fedora Security Update for gemu (FEDORA-2022-5d0676b098)

354314 Amazon Linux Security Advisory for gemu : ALAS2022-2022-050

377413 Alibaba Cloud Linux Security Update for virt:rhel and virt-devel:rhel (ALINUX3-SA-2022:0119)

751336 OpenSUSE Security Update for the Linux Kernel (openSUSE-SU-2021:1460-1)

751342 OpenSUSE Security Update for the Linux Kernel (openSUSE-SU-2021:3641-1)

751346 OpenSUSE Security Update for the Linux Kernel (openSUSE-SU-2021:3655-1)

751349 OpenSUSE Security Update for the Linux Kernel (openSUSE-SU-2021:1477-1)

751353 OpenSUSE Security Update for the Linux Kernel (openSUSE-SU-2021:3675-1)


https://support.f5.com/csp/article/K00854051
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/MTKKIAUMR5FAYLZ7HLEPOXMKAAE3BYBQ/
https://www.debian.org/security/2018/dsa-4266
https://twitter.com/grsecurity/status/1015082951204327425
http://www.securityfocus.com/bid/106503
https://github.com/torvalds/linux/commit/0fa3ecd87848c9c93c2c828ef4c3a8ca36ce46c7
http://git.kernel.org/cgit/linux/kernel/git/torvalds/linux.git/commit/?id=0fa3ecd87848c9c93c2c828ef4c3a8ca36ce46c7
https://usn.ubuntu.com/3752-3/
https://git.kernel.org/pub/scm/linux/kernel/git/tip/tip.git/commit/?id=0b3369840cd61c23e2b9241093737b4c395cb406
https://usn.ubuntu.com/3754-1/
https://usn.ubuntu.com/3753-1/
https://www.exploit-db.com/exploits/45033/
https://usn.ubuntu.com/3753-2/
https://access.redhat.com/errata/RHSA-2018:2948
https://access.redhat.com/errata/RHSA-2018:3096
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/HRBNBX73SAFKQWBOX76SLMWPTKJPVGEJ/
https://access.redhat.com/errata/RHSA-2019:2696
https://www.cve.org/CVERecord?id=CVE-2018-13405
https://nvd.nist.gov/vuln/detail/CVE-2018-13405
http://cve.report/qid/257226
http://cve.report/qid/282383
http://cve.report/qid/282444
http://cve.report/qid/354314
http://cve.report/qid/377413
http://cve.report/qid/751336
http://cve.report/qid/751342
http://cve.report/qid/751346
http://cve.report/qid/751349
http://cve.report/qid/751353

751381 SUSE Enterprise Linux Security Update for the Linux Kernel (SUSE-SU-2021:3748-1)
751437 SUSE Enterprise Linux Security Update for the Linux Kernel (SUSE-SU-2021:3876-1)
751441 OpenSUSE Security Update for the Linux Kernel (openSUSE-SU-2021:3876-1)

751451 SUSE Enterprise Linux Security Update for the Linux Kernel (SUSE-SU-2021:3935-1)

751476 SUSE Enterprise Linux Security Update for the Linux Kernel (SUSE-SU-2021:3972-1)
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