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Summary

CVE CVE-2018-13787

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-07-09 18:29:00 UTC

Updated 2019-10-03 00:03:00 UTC

Description Certain Supermicro X11S, X10, X9, X8SI, K1SP, C9X299, C7, B1, A2, and A1 products have a misconfigured Descriptor Region, allowing OS programs to modify firmware.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Supermicro A1sa - All All All

Hardware Supermicro A1sa - All All All

Hardware Supermicro A1sai - All All All

Hardware Supermicro A1sai - All All All

Hardware Supermicro A1sai1 - All All All

Hardware Supermicro A1sai1 - All All All

Operating System Supermicro A1sai1 Firmware - All All All

Operating System Supermicro A1sai1 Firmware - All All All

Operating System Supermicro A1sai Firmware - All All All

Operating System Supermicro A1sai Firmware - All All All

Hardware Supermicro A1sam - All All All

Hardware Supermicro A1sam - All All All

Operating System Supermicro A1sam Firmware - All All All

Operating System Supermicro A1sam Firmware - All All All

Operating System Supermicro A1sa Firmware - All All All

Operating System Supermicro A1sa Firmware - All All All

Hardware Supermicro A1srm - All All All
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Hardware Supermicro A1srm - All All All

Hardware Supermicro A1srm - All All All

Operating System Supermicro A1srm Firmware - All All All

Operating System Supermicro A1srm Firmware - All All All

Hardware Supermicro A2san - All All All

Hardware Supermicro A2san - All All All

Operating System Supermicro A2san Firmware - All All All

Operating System Supermicro A2san Firmware - All All All

Hardware Supermicro A2sap - All All All

Hardware Supermicro A2sap - All All All

Operating System Supermicro A2sap Firmware - All All All

Operating System Supermicro A2sap Firmware - All All All

Hardware Supermicro A2sav - All All All

Hardware Supermicro A2sav - All All All

Operating System Supermicro A2sav Firmware - All All All

Operating System Supermicro A2sav Firmware - All All All

Hardware Supermicro B10drg - All All All

Hardware Supermicro B10drg - All All All

Operating System Supermicro B10drg Firmware - All All All

Operating System Supermicro B10drg Firmware - All All All

Hardware Supermicro B10dri - All All All

Hardware Supermicro B10dri - All All All

Operating System Supermicro B10dri Firmware - All All All

Operating System Supermicro B10dri Firmware - All All All

Hardware Supermicro B10drt - All All All

Hardware Supermicro B10drt - All All All

Operating System Supermicro B10drt Firmware - All All All

Operating System Supermicro B10drt Firmware - All All All

Hardware Supermicro B1dri - All All All

Hardware Supermicro B1dri - All All All

Operating System Supermicro B1dri Firmware - All All All

Operating System Supermicro B1dri Firmware - All All All

Hardware Supermicro B1sa4 - All All All

Hardware Supermicro B1sa4 - All All All

Operating System Supermicro B1sa4 Firmware - All All All

Operating System Supermicro B1sa4 Firmware - All All All
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Hardware Supermicro B1sd2tf - All All All

Hardware Supermicro B1sd2tf - All All All

Operating System Supermicro B1sd2tf Firmware - All All All

Operating System Supermicro B1sd2tf Firmware - All All All

Hardware Supermicro C7b250 - All All All

Hardware Supermicro C7b250 - All All All

Operating System Supermicro C7b250 Firmware - All All All

Operating System Supermicro C7b250 Firmware - All All All

Hardware Supermicro C7h270 - All All All

Hardware Supermicro C7h270 - All All All

Operating System Supermicro C7h270 Firmware - All All All

Operating System Supermicro C7h270 Firmware - All All All

Hardware Supermicro C7q270 - All All All

Hardware Supermicro C7q270 - All All All

Operating System Supermicro C7q270 Firmware - All All All

Operating System Supermicro C7q270 Firmware - All All All

Hardware Supermicro C7x99oc - All All All

Hardware Supermicro C7x99oc - All All All

Operating System Supermicro C7x99oc Firmware - All All All

Operating System Supermicro C7x99oc Firmware - All All All

Hardware Supermicro C7z170 - All All All

Hardware Supermicro C7z170 - All All All

Hardware Supermicro C7z170o - All All All

Hardware Supermicro C7z170o - All All All

Hardware Supermicro C7z170oce - All All All

Hardware Supermicro C7z170oce - All All All

Operating System Supermicro C7z170oce Firmware - All All All

Operating System Supermicro C7z170oce Firmware - All All All

Operating System Supermicro C7z170o Firmware - All All All

Operating System Supermicro C7z170o Firmware - All All All

Operating System Supermicro C7z170 Firmware - All All All

Operating System Supermicro C7z170 Firmware - All All All

Hardware Supermicro C7z270c - All All All

Hardware Supermicro C7z270c - All All All

Hardware Supermicro C7z270cg - All All All

Hardware Supermicro C7z270cg - All All All
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Hardware Supermicro C7z270cg - All All All

Operating System Supermicro C7z270cg Firmware - All All All

Operating System Supermicro C7z270cg Firmware - All All All

Operating System Supermicro C7z270c Firmware - All All All

Operating System Supermicro C7z270c Firmware - All All All

Hardware Supermicro C7z270l - All All All

Hardware Supermicro C7z270l - All All All

Operating System Supermicro C7z270l Firmware - All All All

Operating System Supermicro C7z270l Firmware - All All All

Hardware Supermicro C7z270m - All All All

Hardware Supermicro C7z270m - All All All

Operating System Supermicro C7z270m Firmware - All All All

Operating System Supermicro C7z270m Firmware - All All All

Hardware Supermicro C7z270p - All All All

Hardware Supermicro C7z270p - All All All

Operating System Supermicro C7z270p Firmware - All All All

Operating System Supermicro C7z270p Firmware - All All All

Hardware Supermicro C7z370i - All All All

Hardware Supermicro C7z370i - All All All
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Operating System Supermicro C7z370i Firmware - All All All
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Operating System Supermicro C7z97oc Firmware - All All All

Hardware Supermicro C9x299 - All All All

Hardware Supermicro C9x299 - All All All

Operating System Supermicro C9x299 Firmware - All All All

Operating System Supermicro C9x299 Firmware - All All All

Hardware Supermicro K1spes - All All All

Hardware Supermicro K1spes - All All All

Operating System Supermicro K1spes Firmware - All All All

Operating System Supermicro K1spes Firmware - All All All

Hardware Supermicro K1spi - All All All

Hardware Supermicro K1spi - All All All

Operating System Supermicro K1spi Firmware - All All All

Operating System Supermicro K1spi Firmware - All All All

Hardware Supermicro X10dai - All All All

Hardware Supermicro X10dai - All All All

Operating System Supermicro X10dai Firmware - All All All

Operating System Supermicro X10dai Firmware - All All All

Hardware Supermicro X10dal - All All All

Hardware Supermicro X10dal - All All All

Hardware Supermicro X10dali - All All All

Hardware Supermicro X10dali - All All All

Operating System Supermicro X10dali Firmware - All All All

Operating System Supermicro X10dali Firmware - All All All

Operating System Supermicro X10dal Firmware - All All All

Operating System Supermicro X10dal Firmware - All All All

Hardware Supermicro X10dax - All All All

Hardware Supermicro X10dax - All All All

Operating System Supermicro X10dax Firmware - All All All

Operating System Supermicro X10dax Firmware - All All All

Hardware Supermicro X10ddw3 - All All All

Hardware Supermicro X10ddw3 - All All All

Operating System Supermicro X10ddw3 Firmware - All All All

Operating System Supermicro X10ddw3 Firmware - All All All

Hardware Supermicro X10ddw4 - All All All

Hardware Supermicro X10ddw4 - All All All
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Operating System Supermicro X10ddw4 Firmware - All All All

Operating System Supermicro X10ddw4 Firmware - All All All

Hardware Supermicro X10ddwi - All All All

Hardware Supermicro X10ddwi - All All All

Operating System Supermicro X10ddwi Firmware - All All All

Operating System Supermicro X10ddwi Firmware - All All All

Hardware Supermicro X10ddwn - All All All

Hardware Supermicro X10ddwn - All All All

Operating System Supermicro X10ddwn Firmware - All All All

Operating System Supermicro X10ddwn Firmware - All All All

Hardware Supermicro X10dgo - All All All

Hardware Supermicro X10dgo - All All All

Operating System Supermicro X10dgo Firmware - All All All

Operating System Supermicro X10dgo Firmware - All All All

Hardware Supermicro X10drc - All All All

Hardware Supermicro X10drc - All All All

Operating System Supermicro X10drc Firmware - All All All

Operating System Supermicro X10drc Firmware - All All All

Hardware Supermicro X10drd - All All All

Hardware Supermicro X10drd - All All All

Hardware Supermicro X10drdl - All All All

Hardware Supermicro X10drdl - All All All

Operating System Supermicro X10drdl Firmware - All All All

Operating System Supermicro X10drdl Firmware - All All All

Operating System Supermicro X10drd Firmware - All All All
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CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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