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Summary

CVE CVE-2018-13796

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-07-12 18:29:00 UTC

Updated 2023-11-07 02:52:00 UTC

Description An issue was discovered in GNU Mailman before 2.1.28. A crafted URL can cause arbitrary text to be displayed on a web page from a trusted site.

Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Gnu Mailman All All All All

Application Gnu Mailman All All All All

References

Reference Source Link Tags

Re: [Mailman-Users] correction: Mailman 2.1.28 Security fix release MLIST www.mail-archive.com Mailing List, Third Party Advisory

Mailman: Multiple vulnerabilities (GLSA 201904-10) — Gentoo security GENTOO security.gentoo.org Third Party Advisory

USN-4348-1: Mailman vulnerabilities | Ubuntu security notices UBUNTU usn.ubuntu.com

[SECURITY] [DLA 1442-1] mailman security update MLIST lists.debian.org Mailing List, Third Party Advisory

Bug #1780874 “Arbitrary text injection vulnerability in Mailman ...” : Bugs : GNU Mailman CONFIRM bugs.launchpad.net Issue Tracking, Third Party Advisory

Re: [Mailman-Users] correction: Mailman 2.1.28 Security fix release www.mail-archive.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

https://cve.report/
https://cve.report/CVE-2018-13796/mitre
https://cve.report/CVE-2018-13796/nist
https://cve.report/CVE-2018-13796/cve_org
https://cve.report/CVE-2018-13796.pdf
http://cve.report/vendor/gnu
http://cve.report/software/gnu/mailman
http://cve.report/vendor/gnu
http://cve.report/software/gnu/mailman
https://www.mail-archive.com/mailman-users@python.org/msg71003.html
https://security.gentoo.org/glsa/201904-10
https://usn.ubuntu.com/4348-1/
https://lists.debian.org/debian-lts-announce/2018/07/msg00034.html
https://bugs.launchpad.net/mailman/+bug/1780874
https://www.mail-archive.com/mailman-users%2540python.org/msg71003.html
https://www.cve.org/CVERecord?id=CVE-2018-13796
https://nvd.nist.gov/vuln/detail/CVE-2018-13796
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CVE.report and Source URL Uptime Status status.cve.report

377226 Alibaba Cloud Linux Security Update for mailman (ALINUX2-SA-2020:0057)

710174 Gentoo Linux Mailman Multiple vulnerabilities (GLSA 201904-10)

980779 Python (pip) Security Update for mailman (GHSA-xqvg-xm9m-p2c4)

http://cve.report/qid/377226
http://cve.report/qid/710174
http://cve.report/qid/980779
https://cve.report/
https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
http://cve.report/mitre_license.txt
https://status.cve.report
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