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Summary

CVE CVE-2018-13800

State PUBLIC

Assigner productcert@siemens.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-10-10 17:29:00 UTC

Updated 2019-10-09 23:34:00 UTC

Description A vulnerability has been identified in SIMATIC S7-1200 CPU family version 4 (All versions < V4.2.3). The web interface could allow a Cross-Site Request Forgery (CSRF) attack if an unsuspecting user is tricked into accessing a malicious link. Successful exploitation requires user interaction by a legitimate user, who must be authenticated to the web interface. A successful attack could allow an attacker to trigger actions via the web interface that the legitimate user is allowed to perform. This could allow the attacker to read or modify parts of the device configuration.

Risk And Classification

Problem Types: CWE-352

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Siemens Simatic S7-1200 V4 - All All All

Hardware Siemens Simatic S7-1200 V4 - All All All

Operating System Siemens Simatic S7-1200 V4 Firmware All All All All

Operating System Siemens Simatic S7-1200 V4 Firmware All All All All

References

Reference Source Link

Siemens SIMATIC S7-1200 CPU Products CVE-2018-13800 Cross Site Request Forgery Vulnerability BID www.securityfocus.com

cert-portal.siemens.com/productcert/pdf/ssa-507847.pdf CONFIRM cert-portal.siemens.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

591121 Siemens SIMATIC S7-1200 CPU Family Version 4 Vulnerability (ssa-507847,ICSA-18-282-04)
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