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Summary

CVE CVE-2018-13804

State PUBLIC

Assigner productcert@siemens.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-12-13 16:29:00 UTC

Updated 2019-10-09 23:34:00 UTC

Description A vulnerability has been identified in SIMATIC IT LMS (All versions), SIMATIC IT Production Suite (Versions V7.1 < V7.1 Upd3), SIMATIC IT UA Discrete Manufacturing (Versions < V1.2), SIMATIC IT UA Discrete Manufacturing (Versions V1.2), SIMATIC IT UA Discrete Manufacturing (Versions V1.3), SIMATIC IT UA Discrete Manufacturing (Versions V2.3), SIMATIC IT UA Discrete Manufacturing (Versions V2.4). An attacker with network access to the installation could bypass the application-level authentication. In order to exploit the vulnerability, an attacker must obtain network access to an affected installation and must obtain a valid username to the system. Successful exploitation requires no user privileges and no user interaction. The vulnerability could allow an attacker to compromise confidentiality, integrity and availability of the system. At the time of advisory publication no public exploitation of this vulnerability was known.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Siemens Simatic It Line Monitoring System All All All All

Application Siemens Simatic It Line Monitoring System All All All All

Application Siemens Simatic It Production Suite v7.1 All All All

Application Siemens Simatic It Production Suite v7.1 All All All

Application Siemens Simatic It Ua Discrete Manufacturing v1.3 All All All

Application Siemens Simatic It Ua Discrete Manufacturing v2.3 All All All

Application Siemens Simatic It Ua Discrete Manufacturing v2.4 All All All

Application Siemens Simatic It Ua Discrete Manufacturing v1.3 All All All

Application Siemens Simatic It Ua Discrete Manufacturing v2.3 All All All

Application Siemens Simatic It Ua Discrete Manufacturing v2.4 All All All

Application Siemens Simatic It Ua Discrete Manufacturing All All All All
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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