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CVE CVE-2018-13814
State PUBLIC
Assigner productcert@siemens.com

Source Priority CVE Program / NVD first with legacy fallback
Published 2018-12-13 16:29:00 UTC
Updated 2019-10-09 23:34:00 UTC

Description A vulnerability has been identified in SIMATIC HMI Comfort Panels 4" - 22" (All versions < V14), SIMATIC HMI Comfort Ou
i

/ |

Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Hardware Siemens  Simatic Hmi Comfort Outdoor Panels - All All All
Hardware Siemens  Simatic Hmi Comfort Outdoor Panels - All All All
Operating System Siemens  Simatic Hmi Comfort Outdoor Panels Firmware All All All All
Operating System Siemens  Simatic Hmi Comfort Outdoor Panels Firmware All All All All
Hardware Siemens  Simatic Hmi Comfort Panels - All All All
Hardware Siemens  Simatic Hmi Comfort Panels - All All All
Operating System Siemens  Simatic Hmi Comfort Panels Firmware All All All All
Operating System Siemens  Simatic Hmi Comfort Panels Firmware All All All All
Hardware Siemens  Simatic Hmi Ktp Mobile Panels Ktp400f - All All All
Hardware Siemens  Simatic Hmi Ktp Mobile Panels Ktp400f - All All All
Operating System Siemens  Simatic Hmi Ktp Mobile Panels Ktp400f Firmware All All All All
Operating System Siemens  Simatic Hmi Ktp Mobile Panels Ktp400f Firmware All All All All
Hardware Siemens  Simatic Hmi Ktp Mobile Panels Kip700 - All All All
Hardware Siemens  Simatic Hmi Ktp Mobile Panels Ktp700 - All All All
Hardware Siemens  Simatic Hmi Ktp Mobile Panels Ktp700f - All All All
Hardware Siemens  Simatic Hmi Ktp Mobile Panels Ktp700f - All All All
Operating System Siemens  Simatic Hmi Ktp Mobile Panels Ktp700f Firmware All All All All
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Operating System Siemens  Simatic Hmi Ktp Mobile Panels Ktp700f Firmware All All All All
Operating System Siemens  Simatic Hmi Ktp Mobile Panels Ktp700 Firmware All All All All
Operating System Siemens  Simatic Hmi Kitp Mobile Panels Ktp700 Firmware All All All All
Hardware Siemens  Simatic Hmi Ktp Mobile Panels Ktp900 - All All All
Hardware Siemens  Simatic Hmi Ktp Mobile Panels Ktp900 - All All All
Hardware Siemens  Simatic Hmi Ktp Mobile Panels Ktp900f - All All All
Hardware Siemens  Simatic Hmi Kitp Mobile Panels Ktp900f - All All All
Operating System Siemens  Simatic Hmi Ktp Mobile Panels Ktp900f Firmware All All All All
Operating System Siemens  Simatic Hmi Ktp Mobile Panels Ktp900f Firmware All All All All
Operating System Siemens  Simatic Hmi Ktp Mobile Panels Ktp900 Firmware All All All All
Operating System Siemens  Simatic Hmi Ktp Mobile Panels Ktp900 Firmware All All All All
Hardware Siemens  Simatic Hmi Mp - All All All
Hardware Siemens  Simatic Hmi Mp - All All All
Operating System Siemens  Simatic Hmi Mp Firmware All All All All
Operating System Siemens  Simatic Hmi Mp Firmware All All All All
Hardware Siemens  Simatic Hmi Op - All All All
Hardware Siemens  Simatic Hmi Op - All All All
Operating System Siemens  Simatic Hmi Op Firmware All All All All
Operating System Siemens  Simatic Hmi Op Firmware All All All All
Hardware Siemens  Simatic Hmi Tp - All All All
Hardware Siemens  Simatic Hmi Tp - All All All
Operating System Siemens  Simatic Hmi Tp Firmware All All All All
Operating System Siemens  Simatic Hmi Tp Firmware All All All All
Application Siemens  Simatic Wincc Tia Portal All All All All
Application Siemens  Simatic Wincc Runtime All All All All
Application Siemens  Simatic Wincc Runtime All All All All
Application Siemens  Simatic Wincc Runtime All All All All
Application Siemens  Simatic Wincc Runtime All All All All
Application Siemens  Simatic Wincc Tia Portal All All All All
Application Siemens  Simatic Wincc Tia Portal All All All All
Reference Source Link Tags
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Multiple Siemens Products CVE-2018-13814 HTTP Header Injection Vulnerability BID www.securityfocus.com  Third Party Advisc
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CVE FProgram record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysi
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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