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CVE CVE-2018-1383
State PUBLIC
Assigner psirt@us.ibom.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-02-13 20:29:00 UTC
Updated 2019-10-03 00:03:00 UTC
Description A software logic bug creates a vulnerability in an AIX 6.1, 7.1, and 7.2 daemon which could allow a user with root privileges

/ |

1|

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Ibm Aix 6.1 All All All
Operating System Ibm Aix 6.1.1 All All All
Operating System Ibm Aix 6.1.2 All All All
Operating System Ibm Aix 6.1.3 All All All
Operating System Ibm Aix 6.1.4 All All All
Operating System Ibm Aix 6.1.5 All All All
Operating System Ibm Aix 6.1.6 All All All
Operating System Ibm Aix 6.1.7 All All All
Operating System Ibm Aix 6.1.8 All All All
Operating System Ibm Aix 6.1.9 All All All
Operating System Ibm Aix 7.1 All All All
Operating System Ibm Aix 711 All All All
Operating System Ibm Aix 7.1.2 All All All
Operating System Ibm Aix 713 All All All
Operating System Ibm Aix 714 All All All
Operating System Ibm Aix 7.1.5 All All All
Operating System Ibm Aix 7.2 All All All
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Security Bulletin: Vulnerability impacts AIX and VIOS (CVE-2018-1383)
aix.software.ibm.com/aix/efixes/security/aixbase_advisory.asc

IBM X-Force Exchange

CVE Program record

NVD vulnerability detail

1]

IBM AIX and Virtual I/O Server CVE-2018-1383 Remote Privilege Escalation Vulnerability

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.

IBM AIX Lets Remote Authenticated Root Users Gain Elevated Privileges on a Different System - Security Tracker

Source

SECTRACK

BID

CONFIRM

CONFIRM

XF

CVE.ORG

NVD

Link

WWW.SecL
WWW.SEeCL
www-01.it
aix.softwe
exchange

Www.cve.

nvd.nist.g
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