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Description

Print: PDF 1)

Synacor Zimbra Collaboration Suite Collaboration before 8.8.11 has XSS in the AJAX and html web clients.

Risk And Classification

Problem Types: CWE-79
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Zimbra Collaboration Cross Site Scripting ~ Packet Storm

wiki.zimbra.com/wiki/Zimbra_Security _Advisories

Bug 109017 — Non-persistent XSS - Web Client [CWE-79]

Bug 109018 — Non-Persistent XSS - Web Client [CWE-79]

Zimbra Collaboration Suite CVE-2018-14013 Multiple Cross-Site Scripting Vulnerabilities

oss-security - [CVE-2018-14013] Reflected Cross-Site Scripting (XSS) vulnerabilities in Zimbra Collaboration

Full Disclosure: [CVE-2018-14013] Reflected Cross-Site Scripting (XSS) vulnerabilities in Zimbra Collaboration

Source Link

MISC packetstormse
MISC wiki.zimbra.con
MISC www.openwall.
MISC bugzilla.zimbra
MISC seclists.org
MISC www.securityfo
MISC bugzilla.zimbra

CVE.ORG www.cve.org

NVD nvd.nist.gov

ﬁlmm‘WWﬂ
e S e e e


http://cve.report/vendor/synacor
http://cve.report/software/synacor/zimbra_collaboration_suite
http://cve.report/vendor/synacor
http://cve.report/software/synacor/zimbra_collaboration_suite
http://cve.report/vendor/synacor
http://cve.report/software/synacor/zimbra_collaboration_suite
http://cve.report/vendor/synacor
http://cve.report/software/synacor/zimbra_collaboration_suite
http://cve.report/vendor/synacor
http://cve.report/software/synacor/zimbra_collaboration_suite
http://cve.report/vendor/synacor
http://cve.report/software/synacor/zimbra_collaboration_suite
http://cve.report/vendor/synacor
http://cve.report/software/synacor/zimbra_collaboration_suite
http://cve.report/vendor/synacor
http://cve.report/software/synacor/zimbra_collaboration_suite
http://cve.report/vendor/synacor
http://cve.report/software/synacor/zimbra_collaboration_suite
http://cve.report/vendor/synacor
http://cve.report/software/synacor/zimbra_collaboration_suite
http://cve.report/vendor/synacor
http://cve.report/software/synacor/zimbra_collaboration_suite
http://cve.report/vendor/synacor
http://cve.report/software/synacor/zimbra_collaboration_suite
http://cve.report/vendor/synacor
http://cve.report/software/synacor/zimbra_collaboration_suite
http://cve.report/vendor/synacor
http://cve.report/software/synacor/zimbra_collaboration_suite
http://cve.report/vendor/synacor
http://cve.report/software/synacor/zimbra_collaboration_suite
http://cve.report/vendor/synacor
http://cve.report/software/synacor/zimbra_collaboration_suite
http://cve.report/vendor/synacor
http://cve.report/software/synacor/zimbra_collaboration_suite
http://cve.report/vendor/synacor
http://cve.report/software/synacor/zimbra_collaboration_suite
http://cve.report/vendor/synacor
http://cve.report/software/synacor/zimbra_collaboration_suite
http://cve.report/vendor/synacor
http://cve.report/software/synacor/zimbra_collaboration_suite
http://cve.report/vendor/synacor
http://cve.report/software/synacor/zimbra_collaboration_suite
http://cve.report/vendor/synacor
http://cve.report/software/synacor/zimbra_collaboration_suite
http://cve.report/vendor/synacor
http://cve.report/software/synacor/zimbra_collaboration_suite
http://packetstormsecurity.com/files/151472/Zimbra-Collaboration-Cross-Site-Scripting.html
https://wiki.zimbra.com/wiki/Zimbra_Security_Advisories
http://www.openwall.com/lists/oss-security/2019/01/30/1
https://bugzilla.zimbra.com/show_bug.cgi?id=109017
http://seclists.org/fulldisclosure/2019/Feb/3
http://www.securityfocus.com/bid/106787
https://bugzilla.zimbra.com/show_bug.cgi?id=109018
https://www.cve.org/CVERecord?id=CVE-2018-14013
https://nvd.nist.gov/vuln/detail/CVE-2018-14013

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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