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CVE CVE-2018-14048
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-07-13 16:29:00 UTC
Updated 2022-06-27 17:35:00 UTC
Description An issue has been found in libpng 1.6.34. It is a SEGV in the function png_free_data in png.c, related to the recommended
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Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Libpng Libpng 1.6.34 All All All
Application Libpng Libpng 1.6.34 All All All
Application Oracle Jdk 1.6.0 update201 All All
Application Oracle Jdk 1.6.0 update_201 All All
Application Oracle Jdk 1.7.0 update191 All All
Application Oracle Jdk 1.8.0 update181 All All
Application Oracle Jdk 11.0.0 All All All
Application Oracle Jdk 1.6.0 update_201 All All
Application Oracle Jdk 1.7.0 update191 All All
Application Oracle Jdk 1.8.0 update181 All All
Application Oracle Jdk 11.0.0 All All All
Application Oracle Jre 1.6.0 update201 All All
Application Oracle Jre 1.6.0 update_201 All All
Application Oracle Jre 1.7.0 update191 All All
Application Oracle Jre 1.7.0 update_191 All All
Application Oracle Jre 1.8.0 update181 All All
Application Oracle Jre 1.8.0 update 181 All All
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security/libpng at master - fouzhe/security - GitHub

Bugtrag: [slackware-security] libpng (SSA:2019-107-01)

libpng: Multiple vulnerabilities (GLSA 201908-02) — Gentoo security

Slackware Security Advisory - libpng Updates =~ Packet Storm

SEGV in function png_free_data - Issue #238 - glennrp/libpng - GitHub

Source

GENTOO

MISC

BUGTRAQ

MISC

CONFIRM

MISC

CVE.ORG

NVD

Link

security.gentoo.org
github.com

seclists.org
packetstormsecurity.com
www.oracle.com
github.com

Www.cve.org

nvd.nist.gov

Tags

Exploit, Third Party Advisor

Patch
Exploit, Third Party Advisor
canonical

canonical, analysis
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

500309 Alpine Linux Security Update for libpng

504076 Alpine Linux Security Update for libpng

710157 Gentoo Linux libpng Multiple vulnerabilities (GLSA 201908-02)
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