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Summary

CVE CVE-2018-14055

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-07-15 01:29:00 UTC

Updated 2019-10-03 00:03:00 UTC

Description ZNC before 1.7.1-rc1 does not properly validate untrusted lines coming from the network, allowing a non-admin user to escalate his privilege and inject rogue values into znc.conf.

Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Debian Debian Linux 9.0 All All All

Operating System Debian Debian Linux 9.0 All All All

Application Znc Znc All All All All

References

Reference Source Link Tags

ZNC:Multiple Vulnerabilities (GLSA 201807-03) — Gentoo Security GENTOO security.gentoo.org Third Party Advisory

Better cleanup lines coming from network. · znc/znc@d22fef8 · GitHub MISC github.com Patch, Third Party Advisory

Debian -- Security Information -- DSA-4252-1 znc DEBIAN www.debian.org Third Party Advisory

Don't let attackers inject rogue values into znc.conf · znc/znc@a7bfbd9 · GitHub MISC github.com Patch, Third Party Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

501336 Alpine Linux Security Update for znc
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CVE.report and Source URL Uptime Status status.cve.report

690590 Free Berkeley Software Distribution (FreeBSD) Security Update for znc (c6d1a8a6-8a91-11e8-be4d-005056925db4)

710209 Gentoo Linux ZNC Multiple Vulnerabilities (GLSA 201807-03)
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