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PUBLIC
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CVE Program / NVD first with legacy fallback
2018-08-17 18:29:00 UTC

2018-10-12 20:22:00 UTC

Pimcore before 5.3.0 allows SQL Injection via the REST web service API.

Risk And Classification

Problem Types: CWE-89

NVD Known Affected Configurations (CPE 2.3)

Type

Application

Application

Vendor Product Version Update Edition Language
Pimcore Pimcore All All All All
Pimcore Pimcore All All All All

References

Reference

CVE Program record

NVD vulnerability detail

«

Source

Pimcore 5.2.3 CSRF / Cross Site Scripting / SQL Injection =~ Packet Storm MISC
Pimcore 5.2.3 - SQL Injection / Cross-Site Scripting / Cross-Site Request Forgery - PHP webapps Exploit EXPLOIT-DB
SQL Injection, XSS & CSRF vulnerabilities in Pimcore software — SEC Consult MISC

Full Disclosure: SEC Consult SA-20180813-0 :: SQL Injection, XSS & CSRF vulnerabilities in Pimcore FULLDISC

CVE.ORG

NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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