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CVE-2018-14072

PUBLISHED

mitre

CVE Program / NVD first with legacy fallback
2018-07-15 18:29:00 UTC

2026-04-24 12:56:58 UTC

libsixel 1.8.1 has a memory leak in sixel_decoder_decode in decoder.c, image_buffer_resize in fromsixel.c, and sixel_deco:

Risk And Classification

|L

Primary CVSS: v3.0 7.5 HIGH from nvd@nist.gov
CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H

EPSS: 0.003660000 probability, percentile 0.585490000 (date 2026-04-26)
Problem Types: CWE-772 | n/a

Version Source Type Score Severity Vector
3.0 nvd@nist.gov Primary 7.5 HIGH CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H
2.0 nvd@nist.gov Primary 5 AV:N/AC:L/Au:N/C:N/I:N/A:P
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https://cve.report/CVE-2018-14072/nist
https://cve.report/CVE-2018-14072/cve_org
https://cve.report/api/cve/CVE-2018-14072.json
https://cve.report/CVE-2018-14072.pdf

il
\vailability

CVSS:3.0/AV:N/AC:L/PR:N/UL:N/S:U/C:N/I:N/A:H

il i

CVSS v2.0 Breakdown
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NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Saitoha Libsixel 1.8.1 All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms
CNA Na N/a affected n/a Not specified
Reference Source Link Tags

Memory leak detected - Issue #67 - saitoha/libsixel - GitHub  af854a3a-2127-422b-91ae-364da2661108 github.com Third Party Adviso
CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov  canonical, analysis
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.


http://cve.report/vendor/saitoha
http://cve.report/software/saitoha/libsixel
http://cve.report/vendor/na
http://cve.report/software/na/n/a
https://github.com/saitoha/libsixel/issues/67#issue-341198610
https://www.cve.org/CVERecord?id=CVE-2018-14072
https://nvd.nist.gov/vuln/detail/CVE-2018-14072
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