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CVE CVE-2018-14354
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-07-17 17:29:00 UTC
Updated 2020-08-24 17:37:00 UTC
Description An issue was discovered in Mutt before 1.10.1 and NeoMutt before 2018-07-16. They allow remote IMAP servers to execut

/ |

1|

Risk And Classification

Problem Types: CWE-78

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Canonical Ubuntu Linux 12.04 All All All
Operating System Canonical Ubuntu Linux 14.04 All All All
Operating System Canonical Ubuntu Linux 16.04 All All All
Operating System Canonical Ubuntu Linux 18.04 All All All
Operating System Canonical Ubuntu Linux 12.04 All All All
Operating System Canonical Ubuntu Linux 14.04 All All All
Operating System Canonical Ubuntu Linux 16.04 All All All
Operating System Canonical Ubuntu Linux 18.04 All All All
Operating System Debian Debian Linux 8.0 All All All
Operating System Debian Debian Linux 9.0 All All All
Operating System Debian Debian Linux 8.0 All All All
Operating System Debian Debian Linux 9.0 All All All
Application Mutt Mutt All All All All
Application Mutt Mutt All All All All
Application Neomutt Neomutt All All All All
Application Neomutt Neomutt All All All All
Operating System Redhat Enterprise Linux Desktop 6.0 All All All
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Reference

USN-3719-1: Mutt vulnerabilities | Ubuntu security notices

Mutt, NeoMutt: Multiple vulnerabilities (GLSA 201810-07) — Gentoo security

USN-3719-2: Mutt vulnerabilities | Ubuntu security notices

[SECURITY] [DLA 1455-1] mutt security update

Release 2018-07-16 - NeoMutt

Quote path in imap_subscribe - neomutt/neomutt@95e80bf - GitHub

Source

UBUNTU

GENTOO

UBUNTU

MLIST

MISC

MISC

Properly quote IMAP mailbox names when (un)subscribing. (18515281) - Commits - Mutt Project / mutt - GitLab  MISC

Link
usn.ubuntu.col
security.gentoc
usn.ubuntu.col
lists.debian.or¢
neomutt.org
github.com

gitlab.com


http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux_desktop
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux_desktop
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux_desktop
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux_server
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux_server
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux_server
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux_server
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux_server_aus
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux_server_aus
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux_server_aus
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux_server_aus
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux_server_eus
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux_server_eus
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux_server_eus
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux_server_eus
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux_server_eus
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux_server_eus
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux_server_tus
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux_server_tus
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux_server_tus
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux_server_tus
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux_workstation
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux_workstation
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux_workstation
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux_workstation
https://usn.ubuntu.com/3719-1/
https://security.gentoo.org/glsa/201810-07
https://usn.ubuntu.com/3719-2/
https://lists.debian.org/debian-lts-announce/2018/08/msg00001.html
https://neomutt.org/2018/07/16/release
https://github.com/neomutt/neomutt/commit/95e80bf9ff10f68cb6443f760b85df4117cb15eb
https://gitlab.com/muttmua/mutt/commit/185152818541f5cdc059cbff3f3e8b654fc27c1d

Mutt News MISG www.mutt.org
Mutt CVE-2018-14354 Remote Code Injection Vulnerability BID www.securityfc
Debian -- Security Information -- DSA-4277-1 mutt DEBIAN www.debian.ol
USN-3719-3: Mutt vulnerabilities | Ubuntu security notices UBUNTU  usn.ubuntu.col
Red Hat Customer Portal REDHAT  access.redhat.
CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

296079 Oracle Solaris 11.4 Support Repository Update (SRU) 15.5.0 Missing (CPUOCT2019)
690595 Free Berkeley Software Distribution (FreeBSD) Security Update for mutt/neomutt (fe12ef83-8b47-11e8-96cc-001a4a7ec6be)
690645 Free Berkeley Software Distribution (FreeBSD) Security Update for mutt (a2f35081-8a02-11e8-8fa5-4437e6ad11c4)

710208 Gentoo Linux Mutt, NeoMutt Multiple Vulnerabilities (GLSA 201810-07)
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consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.
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