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CVE CVE-2018-14379
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-07-18 05:29:00 UTC
Updated 2023-11-07 02:52:00 UTC

/ |

Risk And Classification

Description MP4Atom::factory in mp4atom.cpp in MP4v2 2.0.0 incorrectly uses the MP4ltemAtom data type in a certain case where MF

1|

Problem Types: CWE-704

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update
Application Techsmith Mp4v2 2.0.0 All
Application Techsmith Mp4v2 2.0.0 All

Edition Language
All All
All All

References

Reference

Release MP4v2 v2.1.0 - enzo1982/mp4v2 - GitHub

oss-security - Type confusion in MP4v2 2.0.0

CVE Program record

NVD vulnerability detail

/

No vendor comments have been submitted for this CVE.

Source

[SECURITY] Fedora 30 Update: libmp4v2-2.1.0-0.19.trunkREV507.fc30 - package-announce - Fedora Mailing-Lists FEDORA
[SECURITY] Fedora 29 Update: libmp4v2-2.1.0-0.19.trunkREV507.fc29 - package-announce - Fedora Mailing-Lists FEDORA

[SECURITY] Fedora 29 Update: libmp4v2-2.1.0-0.19.trunkREV507.fc29 - package-announce - Fedora Mailing-Lists

MISC

[SECURITY] Fedora 31 Update: libmp4v2-2.1.0-0.19.trunkREV507.fc31 - package-announce - Fedora Mailing-Lists FEDORA

MISC

[SECURITY] Fedora 30 Update: libmp4v2-2.1.0-0.19.trunkREV507.fc30 - package-announce - Fedora Mailing-Lists

[SECURITY] Fedora 31 Update: libmp4v2-2.1.0-0.19.trunkREV507.fc31 - package-announce - Fedora Mailing-Lists

CVE.ORG

NVD

Link

lists.fedor:
lists.fedor:
lists.fedor:
github.con
lists.fedor:
www.oper
lists.fedor:
lists.fedor:
WWW.CVe.(

nvd.nist.gc
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https://cve.report/
https://cve.report/CVE-2018-14379/mitre
https://cve.report/CVE-2018-14379/nist
https://cve.report/CVE-2018-14379/cve_org
https://cve.report/api/cve/CVE-2018-14379.json
https://cve.report/CVE-2018-14379.pdf
http://cve.report/vendor/techsmith
http://cve.report/software/techsmith/mp4v2
http://cve.report/vendor/techsmith
http://cve.report/software/techsmith/mp4v2
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/FRSO2IMK6P7MOIZWGWKONPIEHKBA7WL3/
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/GISUIWPKBWPXORUFNWBGFTKQS7UUVUC4/
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/GISUIWPKBWPXORUFNWBGFTKQS7UUVUC4/
https://github.com/enzo1982/mp4v2/releases/tag/v2.1.0
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/6YCHVOYPIBGM5HYUMQ77KZH2IHSITKVE/
http://www.openwall.com/lists/oss-security/2018/07/17/1
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/FRSO2IMK6P7MOIZWGWKONPIEHKBA7WL3/
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/6YCHVOYPIBGM5HYUMQ77KZH2IHSITKVE/
https://www.cve.org/CVERecord?id=CVE-2018-14379
https://nvd.nist.gov/vuln/detail/CVE-2018-14379

There are currently no legacy QID mappings associated with this CVE.
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