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CVE-2018-14395

Source: Mitre Source: NIST CVE.ORG Print: PDF %)

cssamvnncLrrnumsucnan  Gertain versions of Debian Linux from Debian contain the foIIowing
vulnerability:

libavformat/movenc.c in FFmpeg 3.2 and 4.0.2 allows attackers to
cause a denial of service (application crash caused by a divide-by-zero
error) with a user crafted audio file when converting to the MOV audio
format.

AV

CVE-2018-14395 has been assigned by [¥] cve@mitre.org to track the vulnerability - currently rated as severity.

CVSS3 Score: [SISEMEDIUM)
Attack Attack Privileges User
Vector Complexity Required Interaction
Low [ NONE |
Scope Confidentiality Integrity Availability
Impact Impact Impact

CVSS2 Score: [4SEMEDIUM)
Access Access Authentication
Vector Complexity
[ NONE |
Confidentiality Integrity Availability
Impact Impact Impact

CVE References

| r

Description Tags Link
avformat/movenc: Write [ Patch | ) MiIsC
version 2 of audio atom if github.com/FFmpeg/FFmpeg/commit/fal9fbcf712a6abcc5a5cfdc3254a97b9bce6582

channels is not known -
FFmpeg/FFmpeg@fa19fbc -
GitHub
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avformat/movenc: Write

channels is not known -
FFmpeg/FFmpeg@2c0e98a  [FEI
- GitHub

ffmpeg

text/html

Cause the Target
Application to Crash -
Security Tracker

comment@cve.report.
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Debian -- Security Third Party Advisory

version 2 of audio atom if Third Party Advisory

Information -- DSA-4258-1

FFmpeg Divide-by-Zero

Error in Converting Audio

Files Lets Remote Users

) MiIsC
github.com/FFmpeg/FFmpeg/commit/2c0e98a0b478284bdff6d7a4062522605a8beat

(@ DEBIAN DSA-4258
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By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to

R

Related QID Numbers

500899 Alpine Linux Security Update for

502269 Alpine Linux Security Update for

ffmpeg

ffmpeg4

Known Affected Configurations (CPE V2.3)

Type Vendor
Operating Debian
System

Operating Debian
System

Application Ffmpeg
Application Ffmpeg
Application Ffmpeg
Application Ffmpeg

cpe:2.3:0:debian:debian_linux:9.0:*:*:*
cpe:2.3:a:ffmpeg:ffmpeg:3.2:*:*
cpe:2.3:a:ffmpeg:ffmpeg:4.0:*:

cpe:2.3:a:ffmpeg:ffmpeg:3.2:*:***

cpe:2.3:a:ffmpeg:ffmpeg:4.0:*:*

Product

Debian Linux

Debian Linux

Ffmpeg
Ffmpeg
Ffmpeg

Ffmpeg

LRk kR akakak.

cpe:2.3:0:debian:debian_linux:9.0:*:*:*:*:*:*:*:

LKk akak.

Version Update Edition Language
9.0 All All All
9.0 All All All
3.2 All All All
4.0 All All All
3.2 All All All
4.0 All All All
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http://cve.report/software/ffmpeg/ffmpeg

No vendor comments have been submitted for this CVE
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