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Summary

CVE CVE-2018-14424

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-08-14 18:29:00 UTC

Updated 2018-10-18 20:21:00 UTC

Description The daemon in GDM through 3.29.1 does not properly unexport display objects from its D-Bus interface when they are destroyed, which allows a local attacker to trigger a use-after-free via a specially crafted sequence of D-Bus method calls, resulting in a denial of service or potential code execution.

Risk And Classification

Problem Types: CWE-416

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Gnome Gnome Display Manager All All All All

References

Reference Source Link

CVE-2018-14424 use-after-free of disposed transient displays (#401) · Issues · GNOME / gdm · GitLab CONFIRM gitlab.gnome.org

Debian -- Security Information -- DSA-4270-1 gdm3 DEBIAN www.debian.org

USN-3737-1: GDM vulnerability | Ubuntu security notices | Ubuntu UBUNTU usn.ubuntu.com

[SECURITY] [DLA 1494-1] gdm3 security update MLIST lists.debian.org

GNOME GDM CVE-2018-14424 Local Code Execution Vulnerability BID www.securityfocus.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

670289 EulerOS Security Update for gdm (EulerOS-SA-2021-1787)

670937 EulerOS Security Update for gdm (EulerOS-SA-2020-2546)
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